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The Honorable Don Edwards
Chairman, Subcommittee on Civil

and Constitutional Rights
Committee on the Judiciary
House of Representatives

Dear Mr. Chairman:

On February 27, 1987, we issued a report to respond to your questions
about the cost and status of the Federal Bureau of Investigation’s (FBI's)
voice privacy program.' Although our review at that time had not been
completed, we found that the FBI's voice privacy program had expe-
rienced substantial increases in estimated and actual costs and was sig-
nificantly behind its original completion schedule, which strongly
suggested that the FpI did not adequately analyze its needs before pro-
curing its voice privacy system. We also raised questions for your Sub-
commnittee to consider in deciding whether to further authorize the FBI-
led, integrated voice privacy system intended to meet the combined
radio communications needs of the I, Drug Enforcement Administra-
tion (DEA), and the U.S. Marshals Service (USMS).

In a March 2, 1987, transmittal letter, you asked the FBI to respond to
the guestions raised in our report; specifically, to address the justifica-
tion, requirements, and cost estimates for the integrated voice privacy
system. On April 30, 1987, the FBI sent a formal response to your letter,
taking issue with a number of points in our report. On May 11, 1987, the
FBI sent the same response to us.

This supplemental report summarizes our evaluation of the FBi’s
response. In conducting this evaluation, we met with key FBi officials on
numerous occasions to better understand their position and review addi-
tional data that they had prepared in response to our report. We also
shared with the FBI the evidence we had supporting our initial report.
Where applicable, we have included relevant information from subse-

quent discussions with il officials and additional data provided by the
FBL.

We have summarized our evaluation of the FBI's concerns into three key
areas: (1) the initial digital voice privacy (DvP) program cost estimate,

"FBI Voice Privacy: Cost, Status, and Future Direction (GAOQ/IMTEC-87-4. February 27, 1987).
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Initial Cost Estimate
for the DVP Program

conclusion; (2) develop a long-range plan that considers all known pos-
sibilities and contingencies; (3) establish a project review committee
with top management participation; (4) establish a system to monitor
cost estimates against actual costs to identify trends and efficiencies;
(5) designate a chain of command for information and set up an official
project file for all communications; and (6) give the Department of Jus-
tice, Office of Management and Budget, and the Congress the best avail-
able information on a timely basis, spelling out any uncertainties that
could cause cost estimates to escalate.

As indicated above, the Inspection Division audit memorandum was not,
specifically intended to address our February 1987 report or the FBI's
May 11, 1987, response to our report. However, it does, in effect, concur
with our report by recognizing the need for realistic cost and milestone
estimates and the importance of long-range planning. On the other hand,
the audit memorandum states that ““the first cost estimate of DVP was
done by the FBI subsequent to the first contract being awarded and was
for $132 million,” which differs from our statement that $79.3 million
was the FBI's initial voice privacy program cost estimate. The audit
memorandum also alleges that our report was inaccurate in many
respects, without showing where inaccuracies occurred or providing
substantiating information. The memorandum does not address other
areas of concern that the rBl raised in its response, such as our compli-
ance with generally accepted government auditing standards.

Although the audit memorandum cited $132 million as the FBI's initial
pvp estimate, the FBI's Executive Assistant Director for Administration
acknowledged, in a discussion on December 7, 1987, that $79.3 million
was the FBI's first Dvp program estimate. The FBI's recognition of this
fact resoclves a major area of disagreement, and impacts other issues
related to the alleged errors in our report. Our evaluation of each of the
key areas of disagreement—the initial cost estimate, alleged errors in
the report, and compliance with audit standards—and the impact of the
December 7, 1987, discussion, is summarized below.

The FBI had disagreed that the $79.3 million estimate cited in our report
was its initial voice privacy program cost estimate, and indicated that
this estimate was developed by an engineering consultant firm in con-
junction with a study of analog versus digital technologies. According to
the FBI, this estimate was never communicated to the Congress. In its
response and the Inspection Division audit memorandum, the rBI said
that its first estimate for the voice privacy program was $132.4 million.
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Compliance With
Generally Accepted
Government Auditing
Standards

We believe that the reasons that the FBI cites for increasing its cost esti-
mates (e.g., new modus operandi, additional coverage, and expanded
operations) are essentially the same reasons that we include in describ-
ing field office needs on page 3 of our February 1987 report. We have
documentary evidence to further support the reasons for the cost esti-
mate revisions, and discuss this evidence in the appendix.

In addition, the FBI’s disagreement with some of the other reasons that
we cite for the increased DVP cost estimates (e.g., field office differences,
technology limitations) stems from the fact that we used $79.3 million
as the initial Dve cost estimate, while the ¥i1 used $132.4 million as the
starting point for all subsequent cost estimate revisions. The FBI's
December 7, 1987, recognition of the $79.3 million estimate should have
reconciled some of our disagreements in this area. In a December 10,
1987, discussion, however, the Deputy Assistant Director, Office of Pro-
gram Evaluations and Audits, FBI Inspection Division, told us that the FBI
still believes Gao inaccurately stated some of the reasons for the
increases in cost estimates.

The FaI also cites alleged inaccuracies in specific contract issues raised in
our report. For example, the FBI takes issue with our use of the term cost
overrun, and interprets it in the strict contractual sense of the word. In
its response, the FBI says it is “facetious to assert a cost overrun in a
firm fixed-price contract.” We believe that the FBI has taken the term
cost overrun out of the context in which it was intended in the report.
While we understand that the term is generally used when referring to
government contract costs, we use the term cost overrun only in the con-
clusions section of our February 1987 report (see page 5) to indicate
that the DVP program exceeded its original estimated costs. We do not
assert that the FaI had cost overruns on its voice privacy contracts. We
note in the Objectives, Scope, and Methodology section of our February
1987 report (see page 12) that we did not specifically evaluate the pro-
curement process, contract method, or funding and invoicing procedures
for the FBI's voice privacy program.

In its response, the FBI alleges that we did not conduct our audit in
accordance with generally accepted government auditing standards,
stating that the GAO report (1) was not prepared according to guidance
for program results reviews, (2) lacked balance and proper perspective,
(3) was based on hearsay, when direct evidence was available, and

(4) did not measure program progress against appropriate standards. In

Page 5 GAO/IMTEC-87-4S FBI Voice Privacy



B-226295

36 field offices. We believe the status of these procurements is an appro-
priate measure for evaluating the FBI's progress in implementing its
program.

According to the FBl, the statements we made concerning the reasons for
DVP cost estimate increases are based on hearsay. Our source for these
statements is not hearsay evidence as asserted by the FBI, but our evalu-
ation and interpretation of documentary evidence. This evidence
includes official FBI cost memoranda that update DVP cost estimates and
provide specific reasons for the increased estimates. We primarily relied
on documentary evidence to support our findings throughout the report,
corroborating certain points with FBI officials responsible for the pro-
gram where applicable.

Regarding the FBI's statement that we did not give it a copy of the
February 1987 report for advance review and comment, we were
requested by the Subcommittee not to obtain formal agency comments
because the report was interim in nature and the Subcommittee wanted
the report before scheduled congressional hearings. This fact was dis-
closed in the Objectives, Scope, and Methodology section of our report,
where we noted that “‘as requested, we did not obtain official agency
comments on a draft of this report.” We did, however, conduct a close-
out meeting on December 10, 1386, with the Section Chief, Assistant
Section Chief, and the pvP Program Manager of the FBI Engineering Sec-
tion, Technical Services Division—the highest level FBI management
officials that we had worked with during the assignment. While we did
not discuss all supporting information, we did communicate our main
message that the FBI's voice privacy program had experienced increases
in estimated and actual costs and was behind its original completion
schedule. The FBI officials clarified points and expressed their opinions
on the facts provided during the meeting, and we incorporated their
comments into the report as appropriate.
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Agency Response and GAO Evaluation

FRI VOICE PRIVACY
RESPONSE TO ACCOUNTING OFFICE REFORT

In its February 27, 1987, report, "FBI Voice Pr;vacy: Cost,
Status, and Future Direction," the General Accounting Office (GRhO) ,
Informaticn Management and Technology Division (B-226285), asserts:

] There have been "substantial increases" and '"cost overruns" in both

astimated and actual costs fcr the project.

. The Digital Voice Privacy (DVP) effort has suffered "significant
delays" ard is "significantly behind" the original cempletion schedule
and anticipated milestones.

The above phenomena are caused by project management deficlencies and

incerract basic assumpticons which were made when originally projecting
costs.

T=a report suggests that the Congress might wish to withhold
authorizat for expansion of DVP inte an Integrated Digital Veice Privacy
(IZVP) syszazm surporting the FBI, the Drug Enforcement Administration
(DZA), and ==e U, S. Marshals Service (USMS) until costs are fully deter-
nined and ju=stificaticn for IDVP has been given based upsn an analysis of
requirements and altermative courses of action.

OVP is a dynmamic, threat-driven, missicn-based, tactical
cormunications systen responding to substantial, decomented threats which
seriously disrupt, and sometimes neutralize, performance cof mandated
investigative responsibilities. There are no “cost overruns." The
$72.3 millian cost growth is attributable to increased requirements 63%,
uncontrollasies 29%, and cost underestimates 8%. All changes have been
accommedates within existing contracts and their option clauses. Contrary
to the picwure portrayed, both general and special requirenents are being
met in a financially responsible manner which frequently inures to the
government's pecuniary advantage (such as purchasing equipment today at
yesterday's prices). Diversions from the 1982 implementation schedule are
soundly based upon dynamic priorities established by FBI cofficials respon-
sible for inmvestigative direction, priorities, and accomplishments. DVP
equipment ncw available to our investigative persconnel is sufficient to
meet critical investigative needs in field offices containing 84% of our
overall Spec:al Agent work force. Completion of individual fiasld office
systems coverad by early contracts in most cases awaits site acguisitions
for fixed ec::rment. Rather than considering this, in vacuo, as a
"significant celay," zt should be viewed as a prudent managemert decision
(i.e., await zvailabilicy of commercial facilities for which we would be
tne of several lessees, rather than incur the extra expense of acquiring
our own site and cecnstructing our own tower)., To perform a static audic of
DVP based largsly upen a five-year-old context, withcout recard to “he
systen's accezplishnents, successes, and contributions to the lay
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Agency Response and GA(Q Evaluation

Qur review of GAD's repsrt is divided into three sections: One

addressing pzoqrammatlc management 1lssues, one =peaking to contractual

T santaining ocur concluding rama
natiers, and gna <ontalning cur cocncluding remaris.

rieg

FROGRAM MANAGEMEMNT

GAD TVALUATICN F2I RESPONSE

® Istizated cost grew ® There is no histerical base upen which cost
Irca $79.2 millien to estimates could be made: This was the first
$204.4 nillion over a di~1tal DES encryopted, nationwide system.
Cao-vear pericd. Ta2 $79.3 million estimate, made by an

engineering c¢onsultant flr1 (Eydrotronics),
was never intended as a definitive cost
projection. It sarved merely as a basis for
cooparing existing analeg technology with a
digital system. The FBI's first estimate
was —ade immediately following award of the
Alllseon contract and was based upon the
diffarence between the cost for the

Lcs Angeles DVP system and an unencrypted
analag system.2 Twe other methedologies
wers applied as checks.? The estimate,
$122.4 million, was for providing the FBI
Wwits a nationwide DVP system having coverage
anpd Suncticnality at then-existing levels.

A rzriew of this estirmate, superzicially
trzzted by GAQ as wrong because of

Then-existing pricas for a new a2nalog systen were determined for each
cfilce based upen maintenance af existing coverage and functicnalitvy.
One-tize erq.neeri g Costs were Zeducted. For the second throush the
sixth offices, we included Motorzla labor rates for Lnstallat‘cn of the
systems. For subsequent cffices we envisicned using predominantly FEBI
technlc;ans. To ensure DVP range loss was adequately considered, a 100%
increase in repeaters was factored into the estimate. The nicrocwave
packbone is not subject toc DVP —2nge loss. Actual repeater increases are
not the 80% to 100% stated by G+, but 40% to 60%. The difference in
costs between a Los Angeles DVP versus a replacement analocg system was
computed as a percentage of the latter and applied on a propertionate
basis to the remaining flf*y—elgh_ field offices plus the IBI Academy at
Quantico. Each coxparisen took into consideration the individual

2 v pm £ F -] [ - R gy Ponp— N oY
characteristics of that cffice, such as terrain and the use of different

backbone tecnnologies/cenfiguraticns.

Individual hardware ccsts were adisd (again presuming a 100% increase lq
the nurber of repeaters reguired) and a generally accepted add-con of 33
was made to anprcxlrate NAareculptent ccsts. A systb“-cost ger-agent-
served figure was computed, Dased _:uw the Los tngeles systen, and
projected field wide for the then-existing total cemplerent of FAI
agents.

-
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See comment 2.

¢ The $204.4 million

- $21.3 million (29%) due to .
uncontrollables (i.e., increases in
Special Agent complezent and tﬁe
vehicle fleet: additional Special
Operations Greups and Organized Crine
Drug Enforcement Task Forces: the
Bosten FBI/DEA integrated OVP testked).

- $53.6 million (8%) underestimated
(primarily additional structures,
stress analyses, micrswave path
surveys, installation costs by
contractor rather than F3I cerscnnel,
and certain test eguicment).

e This is an unsupported asssrticn whare,
presumably, the reader :s to infer this from
the faw descriptive statistics given. A
praeferable and appropriate approach is to
compare equirment now available to our

zlllicn obligated) to Special Agents with Specizl Agent staflin

cover 36 of 59 levels and the number of vzhicles in the
sffices. OQaly 3 of fleet. For a target staffing level of §,314

tha 38 offices have Spec:al Agents in the 59 fi=ld offices and a

accezted their venicle fleet of approximataly 7,000, the

systeaa, follewing DVP equipment is cn-site:
- 5,894 mcbile radios
- 5,293 portable radios
- 418 reveaters
- 303 base stations
- 240 micrcwave equipments
In cacn of the 36 cffices (wWhich

estizated cost is
urnrealistic. $147
=illicn has kzen
scent (eof $§177

agant gopulation), there 1s mers than cne
radioc for each agent.? T=2 system-
acceprance figqure predeminzntly reflects the
shortage of sites for towers. Rather than
construct our own facilities, we are
awaiting the availability cf cczmercial ones
whers we can be one of sevaral lessees.

Additional cost-containmenzt factors
apparently net considered &y GAO:

-~ New technolegy by Motcrola, scheduled
fer implementation this year, whaich
recovers virtually all the range loss
previously experisnces.

- Installation of tone czm=rsl for base
stations. This raduces wnstallation

..... tuaticns

where the agent altermates between his car and working cn fzzt, such as a
clese-1n surveillarce.
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designed in the not interviewed by GAC auditors,® would
1360s. The FBI did have disclosed that "one-for-one"

net anticipate replacement methedology was not used. The
field office needs need for expanded geographical coverage
for expanded and functicnality was considered, but not
gesgratnical gquantifiable with any reasonable degree of
csverage of precision in the required time frane.

crizinal activities
reyond the range of
“re existing radio
systenm, 1=proved
cor=unicaticns
Zaatures (for
exarple, azditicnal
radio channels to
assist joint law
enfcrcement
coerations), and
—ars egulbment for
he greving number
¢f agants and

van:clas.
differences. The acddigicnal costs which was used and, in
73T assuned that face, understated by only 4%.

the costs of the
los Angeles
system-~the first
field office to
recelve DVP radip
eguigment--could be
directly projected
nationwide, without
considering the

t
I
See comment 4 - Field office - Wreng., It was the difference between

The American Institute of Certified Public Accountants, AICPA
Professional Standards, Section 326.1%9: "The independent auvditer's
objective is to obtain sufficient competent evidential matter to provide
him with a reasconable basis for forning an opinion." The GAQ General
Policy Manual, chapter 7, Page l: "Evidence we obtain must meet the
basic tests of sufficiency, competence, and relevance." Standards for
Audit of Govermnental Orcanizations, Programs, Activities, and Functions,
by the Comptroller General of the United States, Page 53, "Views of
responsible officials. One of the most effective ways to ensure that a
report is fair, complete, and objective is to obtain advance review and
comrents by cfficials of the audited entity." and Page 45, "Cormpetence.
To be competent, avidence should be reliable and the best obtainable
through the use of reascnable audit metheds." The above citations
Suggest GAO should not have relied upon hearsay evidence, but spoken €5
the Division official respeonsible for the estimate and exanined his file
relating to the matter,
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contract completion
nilestones (with
exarples citad froa
the first three

e e L

CllikadLLa) »

Zandling of basic
mznagement
crocesses (e.g., a
long~range plan,
innf'Fviqg
snecific
‘equxrements, cost~
benefits of
alternmative systen
cnfigurations and
Trocurement
approaches)
adversely affactad

R o 1= o bl e & pars vl
Wie prograa.

LAY N JCORGUUE R R ST PR

Indianapolis, for the 1%87 World Indoor
Track events), timely suppor: for cther
special events, and the cczpletion of mini
systems for the Special Operations Groups
(the system's single most izportant user
croun) Minor, from a functionality

standpoint, completion delays did occur in

the Alllscn contract (e.g., the swapout of
enqlneerlnq prototype consoles for
vroductison units, provided for under the
cont*ac }y. In the Gload and Keprer

ntracts, systems were placed in the

redeslgn cycle s0 that »he design
‘nﬁ-abLquLuu WUUJ.G[ LGL.J.J.J. L.G\-E
integration under the new system combining
the FBI, DER, and USMS. In the Eierman
contract, revisions were rnade to
acccmmcdate critical reguiresrments (such as
New York Divisicn's need for car-to-car
czzmunications anywhere within 23 miles ¢f
Hew York citvy).

The ©3I's use <¢f long~range plans for
technical systems has be?n favoranly cited
by the Grace Cormmission: The GAO repors
itself states, "Between 1979 and 1%81, the
F3I researched technical approaches o
acnieve volce privacy...." This plarmning
was the most crucial since the new system
nad o serve irmediate needs (quicily,
wlth proven eguipment), mid-range needs
{allow for technology inserticn and the
ability to expand operatiaonally (e.g.,
increased use as agents found they could
cemmunicate with privacy protection and
information became more readily available
from ADP investigative systems; increased
functionality as the modus operandi
changed to meet new investigative
issions}), and long-rangs needs
(accommodate direct inquiry from a car to
ALP investigative systems). Concerning
ocur choice cf microwave-~criticized
because specified without formal study--
the F3I had considerable experience and
expartise 1n this area from i%s managerment
of the analog systen. Microwvave was
selected as a comnon carrier because it is

e —— ]

7 president's Private Sector Survay en Cost contraol, subnitisd to the
Suzzornittee for consideration at 1ts nmeting on June 13, 1333, Pages 20,
67, and 63. :
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See comment 9.

See comment 10

e Costs faor

integrated DVP
systanr, inceorpe-zting
the F3I, DEA, a-=
U34S have not k==2n
fully deter=zins3i,

~ne TEI has
accelerated
imnlementation =£
integrated system
despite the absznce
of a full cost
analysis and
censilderaticn ¢
alternatives Zc=
achieving it,

We respectfully submit that faced with the
imperative need stated by the FEI's field
forces, the requirement to handle the Summer
Olympics, and the evolving raguirements,
which are difficult to predict until actual
on-the-street experience is gained, our
planning efforts were prozerly placed and
our intermal management and review
mechanisms were effactive. Long-range
planning has existed throuzshout the lifa cof
this initiative despite the absence of a
forrmal birth-to-death docuzent. Examrlas
are the multi-year study to identify the
most cost effective technclogy having the
greatest futurity, the five-year plan with
precise installation priorities established
by the Criminal Investigative Divisien, a=d
the continued reprioritization to
acconmodate srecial events and changes in
investigative cases (such as concertad
effcrts in narcctics matters) being
cenductad in individual offices.

Two contractors are assisting in <his
effore: One to estimate ccsts for
integration of the Northeast Region and the
other to analyze requirements for channels.
After receipt of the Zormer, an in-house
effort will be undertaken to project costs
for the integrat:ion of all Regions.

The case for an integrated system is
compelling and intuitively apparent. The
three organizations will centinue to
purchase tactical equipment:; additicnally:

- Eccnomies of scale will cccur due to
cormbined procurenents.

- Sharing of the backbone system by DEX
and USMS will preclude urnecznonic
redundancies {e.g., one tech=mician can
service a single repeater serving all
users, rather than two or three
technicians (or centractual employees)
servicing independent repeat=zrs at the
same Or a nearby site).

-~ Safety of law enforcement personnel
will te erhancad by having, on call,
help from nearny agsnts/llarsnals of 45
other services wnen ermergencies arisa.

- Joint operations will te fac:ilitated
through a radio system permiziing
inter-operabllity, rathsr =zn carry
multiple radios,

A aked
-
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See comment 13.

See comment 14,

kind of limitation on the geographical area where egquipment may be
delivered. In fact, since each contract calls for a ccrplete DVP system,
an options clause would serve no useful purpose if it were lixzited to those
Divisions designated in the contract to receive a complete system.

The GAO decisions, as well as the Federal Acguisition
Reculaticns, fully justify, if not encourage, tha exercise of such options
when T is to the advantage of the Government. The options were exercised
cn Zira fixed-price contracts that provided prices quoted, in some cases,
vears earlier, for reguirements that had either changed or expanded through
=2 ZaulT of the FBI. Seeg: Matter of: Autgmation - Managerent
ConfirTavion, 3-224924 dated January 15, 1687, in which GAO stated that it
was apzripriate for a Contracting Officer to exercise an option when he had
=age "a reasonable deter=ination that exercising the option was the most
advantageous methed cof fulfilling the Government's needs." Not one optien

exercised by the FBI was identified in the Aprendicas as not being in the
Goverrnzant's best intersset.

(b) The letter implies that the four contracts identified dates
carzain for cozpletien.

Cn Page 3 of the letter, GAC referred to scheduled and criginal
Zirtleticn dates. Clearly, sincs the contracts reguired the desigm,
zapufacture, and installation of naw voice privacy radio and micrewave
systams, only estimated dates cow'zZ be identified in the contract. This,
in fact, was recegnized 1in the Apzendices which state at Pages 14, 18, 21,
and 25 that the contracts set fort: estirated completion dates. The
“racts also state that the acT2l date of contract completion is ugen
wne wnspection and acceptance of a coopleted system.

(c) The letter stated =hat the F3I did nct consider altarmative
cenfigurations or procirement approacnes.

At Page 4 of the letter, GAO stated that the auditors did not
find any evidence that the rBI has formally identified and analyzed
alternatives to its radio and microwave configurations cor procurament
aprprcach. Response to the former is set forth at Page 9, infra. The
letter's conclusion that the FBI did not use altermative methods is
contradicted by the Appendices thsmselves (See Page 17). Further, the
Appendices failed to mention the variety of other approaches whch the F3I
has undertaken. These include, bit are not limited to, the independent
acquisiticn of tower sites, the ccmstruction of cwers, redesigning of
prcposed systems, installation of zzuipment, and a nurmber of additional
alterrative procurement nethods.

The FRI's

Respense %o ¢he Cormftractual Firdings of the 3rpendices

The Appendices contaln iraccurate data which is disproven by
docunentaticn contained in the DVP eczntract files.,

(1) Appendix II - Objectives, Score, and llathodolcegy
{a) GAO states that thelr review was lLinmited,

to scre extent, by the corndition of the

..1_3—
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See comment 20.

See comment 21

See comment 22.

See comment 23,

states, "We are continuing our review to
determine why the contract funding exceeded
tha original firm fixed price."

The $112,258 was a porticn of funding for an equipment change
which resulted due to system reconfiguraticn. The reccnfiguratilon )
constituted a new reguirement and increased the firm fixed price. This was
exolained to GAO during the audit and is clearly documerted in the file.

(6) Appendix VI - Page 24 - Cocntract Status

{a) GAQ states that the original contract
pricea was $51,365,589 with $47,615,276
funded at time of award and that in
December 1984, the FBI fully funded the
contract at $51,615,730. A note from
GAO states '"We are continulng our review
to datermine why the contract fundirg
exceeded the original fixed contract
price.

Inaszuch as Modificaticns #3 - 47 were for ec::pment purchased
ander the option quantities clause and not included in z=2 original
contract price, each of these modifications resulted in zZditional funding
and as increase in the firm fixed-price of the contract. In addition, it
is to be noted that cn Page 22, GAO has listed Medificaz:ocn 23 at an
additicnal cost of $19,805. This is incorrect. Modifi==ticn #3 resulted
in adiiticnal furnding in the amount of $18,928.20.

{7} Appendix VII

{2) GAO states that a special system fer the
Werld Indoor Track and Field Events for
Indianapolis was authorized by
Yodificatien #13 and that Motorola
quoted $1,394,423 for the equipment and
requested a mcdification. GAO further
states that "the Bureau determined that
sufficient funding existed under the
Kepner contract to pay for the special
system and did not provide additional
funds."

Additicnal funds were not provided because Indiznapolis has been
fully funded ard the price of the special system did not sxceed the funded
amount. Therefore, nco additional funds are required for I=dianapolis.

_—

CONCTISTCNS

. Tne F2I's digital voice privacy progran is msesing eritical
recuirements for protection of its tactical radic systenm in a £imely ani
cost-effective manner. The thrust of GAO's repert belies its stated
Purpose since it was not conducted in accordance with its own standards for
such an audit:

- 15 =~
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The repert states that detailed planning for the full systen
(actually 60 unique systemrs and 10+ ninisystems) should have been initiated
at the ocutset, without regard to the feasibility of this apprcach in a
dynamic environment where both radio coverage needs and system functionality
ware evolving as investigative medus oparanci changed to meet new missions.
Wa were facing the 1984 Summer Olyrmpics with known threats and our dav-to-
éay cperations, especially in major cities handling narcotics investica-
ticns, were being disrupted because of intercepted radic communications.

Most disappointing is GAO's failure o apprise us of its findings
and razcsomendaticns before publishing and distributing its report.

Standards fox u of Goverrmental Organizatiens cqram
Activities, and Functizns, sugra, av Fage 33: “One of the most

effective ways to ensure that a report is fair, coxplete, and
cojective is to obtain advancas review and coxments by ocfficials of the
auzdited entity."

AT its December 10, 1986, wrap~up weeting, tha auditors did not reveal
“hair Zindings, conclusiens, or recocmendaticon; only a summarization of
Therr activities. Without the ctsortunity to clarify peints and present
otner views, the acgfuracy and completenass of the report suffered
substantially.
- 17 -
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We believe that the January 1982 memorandum clearly shows that the
FBI recommended and approved a 5-year digital voice privacy acquisi-
tion and implementation program, at an estimated cost of $79.3 million.
While we recognize that the FBI later increased this estimate to $132.4
million and communicated it to Congress after awarding the first pve
contract, the FB1 did approve and initiate the program on the basis of a
$79.3 million cost estimate.

As a result, we believe that $79.3 million is the appropriate starting
point for tracking FBI voice privacy program cost estimates. We also
believe that making realistic cost estimates —and informing Congress of
these estimates—before awarding contracts for a multi-year, nation-
wide program is essential for sound agency management and effective
congressional oversight.

The FBI now recognizes $79.3 million as the first DvP estimate used to

initiate the voice privacy program, In a December 7, 1987, discussion,
the FBI's Executive Assistant Director for Administration stated that,

while $132.4 million was the first bvP estimate that the FBI communi-

cated to the Congress, $79.3 million was the first estimate that the FBI
used to initiate the DVP program.

2. In our February 1987 report, we concluded that “the FBi's $204.4 mil-
lion estimate for the nationwide voice privacy program appears to be
unrealistic,” and supported this statement by summarizing the status of
the DVP contracts and the corresponding obligations (see pages 2 and 13,
respectively). As of February 2, 1987, only 36 of the var’'s 69 field offices
were under contract to receive voice privacy systems and only three of
these field offices had complete, fully accepted systems. As of the same
date, the rBI had obligated $176.5 million, which included original con-
tract awards totaling $147.2 million and additional costs of about $29.3
miillion for 77 contract modifications.

Since the FBI had already obligated about $176.5 million for Dvp systems
in 36 field offices as of February 2, 1987, only about $27.9 million (of
the estimated $204.4 million) remained for acquiring and installing com-
plete DVP systems in the 23 field offices that are not yet under contract.
At the time of our review in February 1987, the FBI's cost estimate for
implementing full DVP systems in these 23 field offices totaled $67.8 mil-
lion. While the pvpP Program Manager told us in follow-on discussions
that the FB1 had already pre-purchased equipment totaling $17.5 million
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it was intended in the report. While we understand that the term is gen-
erally used when referring to government contract costs, we use the
term cost overrun only in the conclusions section (page 5) of our
February 1987 report to state that the pvp program exceeded its original
estimated costs and do not assert that the FBI had cost overruns on its
voice privacy contracts. In addition, we did not perform the level of
detailed audit work that would allow us to use the term overrun in the
contractual sense of the word. The Objectives, Scope, and Methodology
section of our report clearly states that we did not specifically evaluate
the procurement process, contract method, or funding and invoicing pro-
cedures for the FBI's voice privacy program.

12. In the appendixes to our initial report, we state that the voice pri-
vacy contracts contain an options quantity clause allowing the ¥BI to
purchase up to a certain amount of equipment, at originally negotiated
unit prices—we do not question the FBi’s use of these clauses. These
appendixes also provide a factual accounting of the contract status and
modifications, including information such as the modification number,
date, and amount, and a brief explanation of the purpose of the modifi-
cation. On some modifications a more detailed description was provided
and included a reference to the vehicle used for the modification, such
as exercising the options quantity clause. We did not, however, express
an opinion on the legality of using the options clause and made no men-
tion of these clauses in the letter portion of the report.

13. Qur evidence shows that, except for the Eierman contract, which the
Contracting Officer could not locate at the time of our review, each voice
privacy contract included firm completion dates for all work under the
contracts. We referred to these dates on page 3 of our February 1987
report to show that the FBI voice privacy program is behind its original
contract completion milestones. The FBI did not modify the contracts to
reflect more realistic completion dates. We believe that formal mile-
stones and delivery dates—which are periodically updated to reflect
agreed upon changes—are an important mechanism for monitoring con-
tractor performance and tracking contract status.

In our overview of FBI DVP contracts, we cite the original contract com-
pletion dates of each contract. In our subsequent discussion of these
completion dates, we refer to them as “original estimated contract com-
pletion dates” simply because the dates turned out in reality to be
estimaltes.
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Because the r8I's estimated savings cited in the table are very prelimi-
nary and are not supported by formal field surveys or other documenta-
tion, we continue to believe that the $204.4 million and the latest $205.8
million estimate for the nationwide voice privacy program appear to be
unrealistic. The FBI's DVP Program Manager briefed us on the anticipated
savings during our September 14, 1987, meeting and said that documen-
tation showing the calculations—as well as written support for the pro-
jected savings—was not available at that time. He further said that the
FBI's new estimate was made by (1) reviewing the extent of savings in
offices that have undergone similar technology changes or have entered
into microwave sharing agreements, and projecting these savings to the
23 field offices not yet under contract, and (2) obtaining information
from senior technicians in the 23 field offices through telephone con-
tacts. The tentative nature of these estimated savings—along with the
fact that they are not supported by formal analyses or other documenta-
tion—causes us to doubt the reliability of the $205.8 million DVP cost
estimate.

In addition, the FBI's $204.4 million cost estimate included all costs asso-
ciated with implementing full bvp radio systems nationwide, such as
system design and installation, training, test equipment, spare parts,
towers, buildings, and other miscellaneous costs. The $176.5 million obli-
gated under the existing DVP contracts as of February 2, 1987, does not
include all pvp-related costs. On February 18, 1987, the FBI gave us a
document indicating additional funding of about $3.6 million for Dvp-
related expenses—including test equipment, office space modifications,
buildings, and towers—in 18 FBI field offices, as well as the Engineering
Research Facility and Quantico. While we did not verify the accuracy of
this figure, it does indicate that total Dve program obligations could
exceed the amounts obligated under the current pve contracts.

3. In our initial report (see page 3), we state that,

““According to the FBI, early cost estimates were based on a one-for-one replacement
of the unsecure radio system, which was designed in the 1960s. The FBI did not
anticipate field office needs for expanded geographic coverage of criminal activities
beyond the range of the existing radio system, improved communications features . .
., and more equipment for the growing number of agents and vehicles.”

Our main point is that the FBI based its early cost estimates (i.e., $79.3
million) on replacing the existing clear voice system with voice privacy,
without anticipating that field office requirements had changed and
addressing these new requirements in its cost estimates. The reasons
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memorandurn, for example, the FBi says that the nationwide cost esti-
mate of $132.4 million was based solely on cost data from the Los Ange-
les field office. The documents show that the FBI did not discuss the field
offices’ needs in depth until after two DVP contracts (i.e., Allison and
Eierman) had been awarded.

5. The FBI appears to agree with our statement that, while it anticipated
using off-the-shelf DVP equipment, it later found that standard equip-
ment did not meet its needs for additional communications channels and
other special features. However, the FBI says that we overstated the
amount of nonstandard equipment. Our report does not include any
numerical data on the amount of special equipment, nor does it rank the
causes of the escalating DVP cost estimates. In an appendix to the Inspec-
tion Division audit memorandum, the FBI also states that “Motorola is
being encouraged to assist the FBI in using fewer special components and
system design techniques.”

In an October 1983 memorandum, the FBI says that the DVP cost esti-
mates had increased because, in designing the voice privacy system,
“Motorola, Incorporated, has had to rely on other than their standard
voice privacy equipment in many instances.” We verified this informa-
tion during our December 10, 1986, close-out meeting with the FBI Engi-
neering Section Chief, Assistant Section Chief, and pvp Program
Manager, where we specifically asked if the Motorola equipment sup-
plied through the contracts was off-the-shelf. We were told that the
equipment being purchased is composed of all special items and many
options—no off-the-shelf equipment is procured. In addition, our review
of the pvp contract files showed that Motorola developed special fea-
tures and manufactured equipment specifically for the FBL.

6. Our February 1987 report explains that the technological impact of
range loss on the DVP system was one factor that increased FBI cost esti-
mates from $79.3 million to $204.4 million. In the report, we say that
“the FBI recognized in its 1979 to 1981 research that the communications
range of the DvP technology was less than the range of the old, unsecure
system, but it did not consider the impact of this reduction.” The FBI
says that this statement is “totally in error because we did recognize
range loss and did consider its impact.”

The fact that the FBI initially recognized $132.4 million, rather than
$79.3 million, as its first program estimate was the primary reason for
the disagreement on whether the 81 considered the impact of the range
reduction on the amount of equipment needed and the corresponding
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and cites the Indianapolis system for the 1987 World Indoor Track
events as an example. As noted in our report, the Indianapolis field
office system falls under the Kepner contract, which has a completion
date of September 1, 1987. To meet needs for DVP coverage of the 1987
World Indoor Track and other events, however, the FBI accelerated com-
pletion of the Indianapolis field office system. In a December 24, 1985,
letter, the then Chief, FI Contract Review Unit, requested that Motorola
move the installation and completion schedule of the full Indianapolis
system to early March 1987. The FBI further requested that the radio
console and other fixed equipment be installed prior to January 1, 1987,
and stated that it would like to use this equipment to provide pve radio
coverage for the World Indoor Track events scheduled for early March
1987. Motorola responded that it would expend every effort to accom-
plish this completion schedule.

Due to problems that included delays in obtaining needed radio sites, the
FBI later revised this accelerated completion schedule. On Noveraber 19,
1986, the ¥BI issued a contract modification authorizing Motorola to
build and ship a scaled down version of the Indianapolis field office sys-
tem (i.e., a micro-system) to provide coverage for the World Indoor
Track events. The projected completion date for this micro-system was
changed to February 15, 1987,

At the time of our audit work in early February 1987, the Indianapolis
micro-system was not fully installed. According to Motorola’s February
10, 1987, contract status report, installations at several remaining sites
were still in process. In its May 11, 1987, response, the ¥BI indicates that
the system was installed in time for the 1987 World Indoor Track
events. In a follow-up discussion on January 4, 1988, the pve Program
Manager confirmed that the Indianapolis micro-system did provide the
intended DVP coverage for the events, but acknowledged that the full
Indianapolis system was not complete.

8. Our report emphasized that basic management processes—such as
planning, identifying requirements, and analyzing alternative
approaches—are important in achieving objectives within time and cost
estimates. As the ¥Bi states in an August 9, 1985, briefing document, the
DVP initiative “‘represents an expensive, long-term effort (emphasis
added) to provide a solution to a major ¥BI problem.”

During our review, we could not find any evidence that a long-range
plan for the nationwide DvP program had been prepared, and FBi offi-
cials confirmed that a written plan did not exist. The FBI contends that it
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number of modifications to 103 and raise the total amount obligated
under the four contracts to $182.8 million as of November 23, 1987. This
amount does not include the $3.6 million in funding for pvp-related
expenses (see comment, 2).

17. We stated that the Allison contract is open, and included a footnote
explaining that even though the FBI has accepted the system as fully
operational, radio equipment has not been installed at four sites. In
addition, the ¥BI Contracting Officer overseeing the DVP contracts told us
that since installation work was ongoing, the Allison contract was open.
In a follow-on meeting on September 9, 1987, the Chief of the FBI's Con-
tract Review Unit confirmed that the Allison contract was open.

18. In discussions with program officials, FBI personnel told us that fur-
ther work at the four uninstalled radio sites would be funded through
the Allison contract if money was still available, or through one of the
other voice privacy contracts. The rBI further stated in these discussions
that the radio sites were not installed because the FBI had site leasing
and installation problems at these locations when the Los Angeles sys-
tem was installed and that the sites were not critical to the Los Angeles
system. The FBl stated that, rather than delay system acceptance, the
Bureau accepted responsibility for the sites.

19. The FBI's explanation about the $112,258 funding did not resolve all
of our questions about the change. Consequently, we footnoted it to indi-
cate that we plan to obtain additional information about why the con-
tract funding exceeded the original firm fixed price.

20. We footnoted this amount because we could not fully resolve the
difference between the contract funding and the firm fixed price at the
time of our review.

21. Our evidence shows that the correct amount for Modification 3 is
$19,805. Modification 3 shows that the FBI purchased five pieces of
equipment totaling $18,709 and five other pieces of equipment totaling
$1,096, for a grand total of $18,928.20. However, in verifying the FaI's
mathematical calculations, we noted that $18,709 plus $1,096 totals
$19,805—not $18,928.20, and included the correct figure in our report.
The FBI also recognized the error and corrected the amount of Modifica-
tion 3 to $19,805 in Modification 9 to the contract. The scope section of
our report noted that we had found mathematical errors during our
review of the contract files,
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scope of our work focuses on the cost of the DVP program and the pro-
cess which the FBI has followed in acquiring, managing, and implement-
ing it. Consequently, we evaluated program status against the stated
objectives and the terms of the contracts. We believe the status of these
procurements is an appropriate measure for evaluating the FBI's prog-
ress in implementing its DVP program.

Throughout our audit, we relied on documentary evidence to support
key points—not on hearsay, as the FBI alleges. The FBI states that the
statements we made concerning the reasons for the increased DVP cost
estimates are “‘based upon hearsay, when direct evidence was availa-
ble,” and specifically cites our discussion of field office needs as an
example. In this section of the February 1987 report (see page 3), we
state that:

“According to the FBI, early cost estimates were based on a one-for-one replacement
of the unsecure radio systen, which was designed in the 1960s. The FBI did not
anticipate field office needs for expanded geographic coverage of criminal activities
beyond the range of the existing radio system ... .”

As noted under comment 3, our main peint is that the FBI based its early
cost estimates (i.e., $79.3 million) on replacing the existing clear voice
system with voice privacy, without anticipating that field office require-
ments had changed and addressing these new requirements in its cost
estimates. The source of this statement is not hearsay evidence as
asserted by the FBl, but our evaluation and interpretation of documen-
tary evidence which includes the following:

An October 11, 1983, memorandum from the then Acting Assistant
Director, Technical Services Division, to the Assistant Director, Adminis-
trative Services Division, which updates the FBI's $132.4 million esti-
mate for DvP to $198.6 million. In explaining the reason for the increased
estimate, the memorandum says that “the Government used as a model
the currently installed clear voice system and did not contemplate the
operational imperatives of the five new field divisions that have
increased the coverage and complexity of a nominal field office system.”
The memorandum goes on to say that the field offices “have indicated
additional operational needs not factored into the previous estimate
which accounts in part for the increased estimate. In general these addi-
tional operational needs not currently addressed in present clear voice
systems, were to provide additional geographic coverage, communica-
tion features, and equipment.”’
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(510217)

A January 18, 1984, memorandum from the Deputy Assistant Director,
Technical Services Division, to the Assistant Director, Administrative
Services Division, which updates the ¥Bi’'s DvP program cost estimate to
$204.4 million. This document states that the $132.4 million estimate
was based on the “known cost of the Los Angeles system and the known
clear voice systems as they existed in the remaining 58 field divisions.”
An rB1 Executive Summary on the Digital Voice Privacy Program pre-
pared by the Technical Services Division states that *‘the original intent,
planning, and budget justification were predicated on replacing existing
capabilities with no enhancements beyond voice privacy. . . . In prepar-
ing detailed engineering designs for these first installations, significant
requirements for new operational capabilities were identified in the
existing systems of several offices. There were indications that similar
needs existed in most of the remaining offices.”

In addition, as we noted under comment 3, the FBI assumed in 1982 that
the DVP program would be a total office exchange of equipment.

Regarding the FBI's statement that we did not give it a copy of the Febru-
ary 1987 report for advance review and comment, we were requested by
the Subcommittee not to obtain formal comments because the report was
interim in nature and the Subcommittee wanted the report before sched-
uled congressional hearings. We disclosed this fact in the Objectives,
Scope, and Methodology section of our report, where we noted that “as
requested, we did not obtain official agency comments on a draft of this
report.” We did, however, conduct a close-out meeting on December 10,
1986, with the Section Chief, Assistant Section Chief, and DvP Program
Manager of the rBI Engineering Section, Technical Services Division—
the highest level FBI management officials that we had worked with dur-
ing the assignment. During this meeting, we discussed the procurement
approach and status of each of the Motorola voice privacy contracts, the
use of nonstandard equipment, the lack of a long-range DVP program
plan, and cost overruns and milestone slippages. While we did not dis-
cuss all supporting information, we did communicate our main message
that the FBI's voice privacy program had experienced increases in esti-
mated and actual costs and was behind its original completion schedule,
The ¥B8I officials clarified points and expressed their opinions on facts
provided during the meeting, and we incorporated their comments into
the report as appropriate.
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22. As part of our report, we provided detailed information about
selected contract modifications. With regard to Modification 13 of the
Kepner contract, we simply stated the facts included in ¥BI
documentation.

23. In the remainder of the FBI response, the FBI alleges that we did not
conduct our audit in accordance with generally accepted government
auditing standards. Specifically, the ¥BI states that our February 1987
report (1) was not prepared in accordance with guidance for program
results reviews, (2) lacked balance and proper perspective, (3) relied on
hearsay evidence, when documentary evidence was available, and (4)
did not measure program progress against appropriate standards. In
addition, the FBI stated that we failed to apprise it of our findings and
recommendations.

We conducted our audit in accordance with generally accepted govern-
ment auditing standards and presented the evidence supporting our
compliance with audit standards to the FBI. In the December 10, 1987,
discussion, however, the Deputy Assistant Director, Office of Program
Evaluations and Audits, FBI Inspection Division, told us that the FBI still
believes we did not conduct our audit in accordance with these
standards.

According to the Standards for Audit of Governmental Organizations,
Programs, Activities, and Functions, p. 3, “‘an audit of a government
entity may include all three elements {that is, financial and compliance,
economy and efficiency, and program results} or only one or two.” Our
audit scope primarily addressed economy and efficiency elements, with
some emphasis on program results elements. We did not specifically
state that we had conducted a program results review. Since the FBI's
voice privacy program is not legislatively mandated, we evaluated it
against the FBI's stated objective to pursue a 5-year digital voice privacy
acquisition and implementation program for its 59 field offices. We also
evaluated the FBI's progress in providing complete DVP systems in each
of the 36 field offices under contract by the stipulated completion dates
and terms.

In terms of balance and perspective, the FBI stated that our report
“dwells on the history of the cost estimates rather than whether actual
costs were reasonable and the Government obtained value commensu-
rate with its outlays.” It also alleged that we measured program prog-
ress against the contract terms, rather than voice privacy equipment
availability and the results being achieved. We clearly state that the
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was not feasible to prepare a formal plan for the Dvp program, within
time and manpower constraints. In follow-on discussions about their
response to our report, FBI officials emphasized that DvP is a threat-
driven system and told us that it was a management decision to go full
speed ahead rather than plan.

We believe, however, that the FBI cannot afford to launch a project of
this size and complexity without formal planning. The fact that the FBI
must deal with a changing, threat-driven environment further empha-
sizes the need for proper management practices. The FBI Inspection Divi-
sion, in conducting its review of the DVP project, also did not find any
evidence of a long-range comprehensive DvP plan. In the resulting audit
memorandum, the Inspection Division states that “major projects should
have thorough and comprehensive long range plans and cost estimates,
frequent management review and realistic implementation schedules.”

9. The FBI appears to agree with our report on the point that costs for an
integrated DVP system have not been fully determined. In the report, we

acknowledged that the FBI had a study underway to estimate integrated

voice privacy program costs in the Northeast region of the country.

10. The FBI appears to be agreeing with our statement that it accelerated
implementation of the integrated voice privacy system without formally
analyzing costs and alternatives. Although the FBI states that the case
for an integrated system is “‘compelling and intuitively apparent,” key
DEA and USMS officials told us they had questions about the degree of
interoperability needed and the best approach for achieving it in the law
enforcement community. These officials also expressed concern about
the technical, operational, and economical feasibility of a fully inte-
grated system. While most officials said that having three agencies
share the same voice privacy system sounds efficient and effective in
theory, they emphasized that it may not be feasible in practice. For
example, frequencies may not be adequate to implement the integrated
system, as proposed by the rBI at the time of our review. In addition, the
FBI's own system, which was to be the common carrier for DEA and USMS,
is behind schedule.

11. In the context of our February 1987 report, the term cost overrun is
not used in the contractual sense, but rather to indicate that costs have
exceeded early estimates. In its response, the FBI says that it is “face-

tious to assert a cost overrun in a firm fixed-price contract.” We believe
that the FBI has taken the term cost overrun out of the context in which
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cost estimates. As noted in comment 1, we used the January 1982 memo-
randum that approved the voice privacy program, and the correspond-
ing $79.3 million estimate as the baseline for tracking program cost
estimates. In this document, the FBI recognizes that “the major drawback
to digital voice privacy is the loss in range compared to analog. This will
require systems engineering upon implementation.” The supporting
enclosures that address technical and economic considerations show an
operating range loss for DVP, but do not address or quantify the impact
of this reduction on the amount of fixed equipment or the system cost.

In a follow-on discussion, a key FBI official who is knowledgeable about
the voice privacy cost estimate process told us that the rsl did not con-
sider range loss in the $79.3 million estimate and emphasized that an
engineering consultant firm developed the estimate as part of a compari-
son of analog versus digital voice privacy technologies. According to this
official, range loss was not seriously considered until the FBI prepared
the $132.4 million estimate. The FBI says that its methodology for devel-
oping the $132.4 million estimate included doubling the number of
repeaters to compensate for the DvP range loss.

FBI documentation shows that the cost growth from $132.4 million to
$204.4 million also included some adjustments related to range loss. In a
January 18, 1984, memorandum from the Deputy Assistant Director,
Technical Services Division, to the Assistant Director, Administrative
Services Division, the FBI updated its DVP program cost estimate to
$204.4 million. In this document, the FBI recognized that it needed a dif-
ferent approach for estimating pvP costs, and applied a new methodol-
ogy in developing the $204.4 million estimate. In the new methodology
described in the document, the FBI considered the following:

“The Motorola DVP/DES [Data Encryption Standard] system has a loss in range as a
penalty for the effectiveness of the digital voice privacy. Experience in the six cities
has demonstrated that to equal the existing geographic coverage, there is an 80%-
100% increase (emphasis added) in so called fixed station equipment (e.g. repeaters,
cross-band sites, and backbone equipment).”

Adjusting the voice privacy preogram cost estimate to account for the
DVP range loss was one reason why the FBi's cost estimate increased from
$79.3 million to $204.4 million.

7. The FBI appears to agree with our statement that the DVP program is
behind its original completion schedule, but it also alleges that we do not
give it credit for some offices that received systems ahead of schedule,
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that the FBI cites for increasing its cost estimates (e.g., new modus oper-
andi, additional coverage, and expanded operations)? are essentially the
same reasons that we include in our report.

In an attachment to the Inspection Division audit memorandum, the FBI's
Technical Services Division states that, as of February 26, 1982 (over a
month after the January 13, 1982, FBI memorandum initiating the pve
program at a cost of $79.3 million), the FBI did not foresee “a need for
functionality or coverage beyond the existing field office systems.” The
attachment goes on to quote a 1982 note from the then DVP Program
Manager to the Assistant Director, Technical Services Division, which
states that “‘this (the Dvp program) will be a total office exchange of
equipment. . . . The current strategy is to replace equipment in the
offices prioritized by [the Criminal Investigative Division]. . . .”

The FBI's position, however, continues to be that we (1) inaccurately say
that the early cost estimates were based on a one-for-one replacement of
the unsecure radio system, and (2) rely on hearsay evidence. The source
of our statement about a one-for-one replacement of the unsecure radio
system is not hearsay evidence as asserted by the rBI, but our evaluation
and interpretation of documentary evidence (see comment 23 for a full
discussion of this issue).

4. According to cost documents, the FBI based its early DVP cost estimates
on an assumption that the cost of the Los Angeles system could be pro-
jected nationwide. For example, a January 18, 1984, FBI memorandum
says that while the $132.4 million was a “good faith estimate based only
on the Los Angeles Division, and was the best estimate available at the
time, it was still an extrapolation from a population of one to a popula-
tion of 59 plus the Quantico Training Facility.” In an attachment to the
Inspection Division’s audit memorandum, the FBI states that the $132.4
million estimate was “‘hastily prepared to meet the short deadline of an
unexpected funding opportunity.” In addition, some of our disagree-
ments regarding field office differences seem to stem from the fact that
we used $79.3 million—not $132.4 million—as the first DvP cost
estimate.

Other cost documents further support our statement that the FBI's early
DVP estimates were based on the cost of the Los Angeles system, without
considering the needs of the individual field offices. In an October 1983

2FBI comments, p. 16.
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14. Our main point in this section of the report is that analyzing alterna-
tive system configurations and procurement approaches can be helpful
in implementing a program that will achieve its objectives in an effi-
cient, economical manner. The FBI’'s 1979 to 1981 research addressed
alternate technologies to achieve voice privacy, and resulted in the FBI
selecting digital, rather than analog, voice privacy technology for its
nationwide system. Our audit work did not show any evidence that the
rBI formally identified and analyzed alternatives for procuring and
implementing the digital voice privacy system. In addition, our report
referred to analyses of alternatives for the entire digital voice privacy
system-—not one specific procurement or equipment installation, as
interpreted by the ¥ii.

15. The FBI says that the missing contract file has been located and we
are reviewing it as part of our follow-on work.

16. We noted that the £BI had not been able to provide us with projec-
tions for the cost to complete all work under the contracts. We had
asked for this information because, as of February 2, 1987, the Bureau
had already obligated $176.5 million under the four existing contracts
with Motorola. As of that same date, the FBI had accepted systems as
complete in only 3 of the 36 field offices covered by the contracts and,
according to FBI officials, installations had begun or were in process in
only 11 of the remaining 33 field offices. Given this status, we wanted to
know how much money the ¥BI estimated it would need to complete pve
systems in all 36 offices. The FBI's DVP Program Manager told us that
predicting the additional dollars and time needed to complete work in
field offices under contract was very difficult. Key factors—such as the
availability of needed sites, the ability of the FpI to obtain needed sites,
the availability of needed frequencies, and the differences in fieid office
requirements and operations-—can limit the FBI's ability to complete
voice privacy systems within original cost and milestone estimates. As
we noted previously in this report (see comment 2}, the FBI has predicted
it will cost $205.8 million to finish all 59 field offices, even though
$176.5 million had already been obligated as of February 2, 1987.

We continue to question the validity of the FBI's assumption that no
future unanticipated requirements will occur, given the history of the
program and the fact that the firm fixed price of each contract has con-
sistently increased to reflect contract modifications. For example, our
follow-on audit work shows that since our report was issued in
February 1987, the rFBI has issued an additional 26 modifications, valued
at $6.3 million, to the existing contracts. These changes bring the total
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of the $67.8 million for these 23 field offices through contract modifica-
tions, it would still need an estimated $50.3 million of equipment to com-
plete these 23 offices—assuming no further increases in the existing
contracts. By adding this $50.3 million to the $176.5 million that had
already been obligated as of February 2, 1987, the total estimated cost
of the FBI's internal voice privacy system would be closer to $226.8 mil-
lion. Even this figure may be somewhat low since only 3 of the 36 field
offices currently under contract had pvp systems accepted as complete
by the FBI, at the time of our report in February 1987. As a result, we
believe that the $204.4 million estimate for the nationwide voice privacy
program appears to be unrealistic.

The Inspection Division audit memorandum further supports these cal-
culations by stating that “the most current estimate of the total cost of
DVP is $226.8 million less ‘anticipated savings’ of $21 million for a total
of $205.8 million . . . .” In a subsequent discussion on September 14,
1987, DVP program management officials told us that $205.8 million is
the current FBI estimate for acquiring and implementing full Dve systems
nationwide. According to the DvP Program Manager, the FBI arrived at
the $205.8 million estimate through the calculations presented in the fol-
lowing table (see table 1.1). An attachment to the Inspection Division
audit memorandum included this same information.

Table |.1: Status of the FBI's $204.4
Million DVP Estimate

o
Dollars in millions

Descrlptlon B _ Estimate

Amount obligated for DVPrcontractq coverlng 36 field ofﬂces as of 2/87 o $1 ZS.S

FBI estimate of obllgated DVP contract funds used to pre- purchase DVP
equipment for special events coverage in 23 FBI field offices not yet under

contract - o -175
Subtotal $159.0
FBI estimate for supplying these 23 field offices with DVP equipment

Estimate includes the $17 5 millon listed above 67 8
Subtotal $226.8
FBI's projected savings from using new technology and reducing the number

of base stations and repeaters n the 23 ﬂeld ofhoes =110
Subtotal $215.8
FBI's projected savings from sharing microwave systems with other entities

in the 23 field offices - -100
Total current FB} estimate for implementing DVP systems in all 59 field

_offices $205.8
Previous FBI estimate for mplementmg DVP systems in all 59 field offices. 2044
Difference between current and previous DVP system cost estimate $1 4
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GAO Evaluation

Following is GA0’s evaluation of the FBI's May 11, 1987, response.

1. Our evidence for using $79.3 million as the FBI's initial cost estimate
for its bvP program is a January 13, 1982, memorandum where high-
level FBI officials approved recommendations to (1) discontinue all cur-
rent development work on analog voice privacy, and (2) pursue a b-year
digital voice privacy acquisition and implementation program, beginning
in 1982. In the memorandum, the FBI concluded that the most beneficial
option would be to (1) equip the FBI's Los Angeles office and the existing
surveillance squads nationwide, and (2) implement an incremental
annual program until full voice privacy is attained. The FBI estimated
that the cost for equipping Los Angeles and the surveillance squads with
pvP equipment would be $8.1 million, with a total program cost of $79.3
million.

The FB’s former Executive Assistant Director for Administration and
the Assistant Directors of three FBI divisions—the Technical Services
Division, Criminal Investigative Division, and Administrative Services
Division—signed and approved the recommendations. The FBI then
began implementing the voice privacy program according to the
approach described in the January 1982 memorandum. On September
21, 1982, the FBI awarded the first DvP contract for $13.1 million, to pro-
vide the Los Angeles field office with a DvP system and supply Dvp
equipment to 19 surveillance squads.

In its response, our initial follow-on discussions, and the Inspection Divi-
sion audit memoranduin, the FBI said that its first estimate for the Dvp
program was $132.4 million—which it calculated immediately after
award of the first pve contract—not the $79.3 million cited in our
report. According to the Fp1, the $79.3 million estimate was made by an
engineering consultant firm and was never intended as a definitive cost
projection, serving merely as a basis for comparing existing analog tech-
nology with a digital system.' FBI officials also emphasized in our follow-
on discussions that the first pvP program estimate it communicated to
the Congress was $132.4 million; consequently, the FBI stated that this
figure represents the initial program estimate.

TAsof J anuary 4, 1988, FBI officials were unable te provide us with any documentation to support
their statements that an enginecring consultant firm developed the $79.3 million estimate.
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In the first sentence cf its letter to Chairman Tdwards, GAQ stated,

"...We are evaluating the Federal Bureau of Investigatica's (IF3I)
voice privacy pregram.”

Standards for Audit of Goverrmrental Organizations, Prozram .

Act V*vgt;e§, and Functions, by the Ccmptroller General of tn= Caiced
tes, 1981, at Page 3: "Program results--Determines (a) whether the

d=si*ed rasults or benefits established by the legislaturs or other

authorizing body are being achieved and (b) whether the agency Ras

zznsidarza alteXnatives that mignt vield desired rasulis at 2 lower

—~——— ]
5%

The rTepart is silent cn the issue of benefits and adepts an inconsistent
tack on the mattaer of considered alternatives (i.e., 1t asserts that
alternatives were not censidered, but cites a culti-year effort at tha
inception of tha vrogram when this was precisely the acTivity bsing
conducted and its apperdices note cur concerted effort with the co
ta r2duce costs). Kot rsportad, were our retaining the Institute for
afense Analyses for a thorouan review of costs and our supbseguent :se oI
bha“ informaticn o clazify ceontrachor charges. To coopensate foo the
raport's silence on svstan bnﬂa—*ts, we have, on Page 2, given an --**:;au
enumeration of typical, specific benefits achieved whlcn :ovt—av oTs
value across a broad spectrim of F31 cases, especially in the :;::1,
national priority area of narcotics investigations, where explclta:;:n cf
unprotected radio csimunicaticons 1S COT onmlace.

The GAQ rerert lacks balanca and proper perspective. It Zwells
on the history of The ctst estimites rathar than whether actual csszs were
rzasonable and the Goverrzent cbtained value commensurate with its cutlays.
GAQ's own standards are clearly sat forth:

Standards for Audit of Coverr—ental Oruanizaticns, Procrams,
Activities, and Fungt:ions, supra, at Page 10: "The repor: shall
include:...a description of noteworthy accomplishments, particilarly
when management jzrrovements in one area may be applicable elsewhera,”
and at Page 15: "Auditors are not required toc express an opinion of
the effectiveness of a progranm. However, the auditers should state
their conclusions about the effectiveness of the progran. "

Reasons proffered by G20 for the original cest underestinates are Ezzad
upen hearsay, when direct evidence was available, and are factually in

error. Analysis would have disclosed cost drivers and permitiad the:x

quantification (which we have done ~ See Pages 4 and 5).

GAQ's statemerts ccncerming the progran's progress concentrite
upon forxal acceptance of a complete system and the numcer of ofiicas
contracted versus the teotal numser of FBI offices, without dezermining whas
equiprent is available, the breadth of 1%s avail_bilihy, and what rasulus
are beiny achieved. We suggest a more appropriate statistic is She facs
that TBI affices containing 24% of our Soecxal Agent force now have
sufficient DVP radics te perform their mission more effect ively and cur
Special Operations Groups--the single most important client--have keen fully
DVP ecuipped since 1985. Additignally, all offices with DVP are making

substantial, effective use, sven though installaticon campletion is panding

~ 16 -
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contract files.

See comment 15. (i) "The FBI Contract 5taff could not
locates one of the Motorecla centracts...."

Tre contract file that csuld not ke lccated at the tine of audit
has been located and is available f£or GAQ to revisw.

(2) Appendix ITI - OQverview of F3I Digizal Veoice Privacy
Contracts

See comment 16. {a) GRO states the FBI was unadble to projest

"the coSt to complete each of the conctracts.!

Again, it is to be noted that nore of the Motcrcla CVP concracts

are Qost-type contracts, but rather firm fived-trize contracts. Thersfors,
2ssuTing that no futurs unanticipated recuirsmenis ccour, whe Zirmm Ilxed

f2) Apcerdix III - Table III..

See comment 17. (2) Ga0 has listed a catagory "Stazus" which
shows the Allison contract as czen (still active).

System acceptance under Allison wasz on April 14, 1985, which GXO
s in Appendix IV, Fage 16. Thersiore, T=1s Contract was clecsed on onat

{4) Arzendix IV - Page 16 - Contract Szatus

{(a) GAQO states that althouagh the T3I considers the
See comment 18, Los Angeles Volce Privacy Systam to be fully
operational, feour radio sites still have not
been installied.® GAO further states that FEI
officials noted..."further work at these sites
will be funded through the Allison contract....®

This is an inccrrect statement ineszuch as the FBI will perform
all installations at these sites since {as ¢XJ has pointed out on Page 16
of the Appendices) Modification 10 to the Allison Contract relieved
Motorela of any additional responsibility for these sites,

(5} Appendix IV - Page 17

See comment 19, {a) Gi0 makes reference to WModificz=tion 1 which
added funding of $112,258. A note by G0

® The requirezent for these sites arose after t e initial plan and rasulted
fron a need to improve coverage in areas whera intensive narcctics
operations are keing conzucted.

- 14 -
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Because of this effort, additicnal benefits
are accruing to the Government (e.g., the
Department of Justice is sponsoring
developnment of a standard interface for DVP
systems so that in the futurs one compan
product will ccomunicate with another's.
This will pronote cermpetitien wiich doas not
now exist sinca the systarms being marketed
by individual companies carmnet inter-
oparate}.

For the reasons statad below, the assuxmptions ard c:nclusicns
stated in the Warren G. Reed lsttar to Chairman Idwards are not supzorTad
by “he Arpendices, evan assun:ing that all of the repressntations xﬁ thesa
rrpendices ars correst. rurther, The Appendices themselves contain
nazzurate and faultr ermpiriczal data, lwcludlng, but not limited ta, ccste
a3

dzta which can be diszroven 1n an cbjective review of tnz fagis.

w2

).

This portizn of the FARI's rasvonse is divided into two paruis:
The first will discusz the intarmal contradictions between the letter to
Chairman Tdwards and —ne Ac*eh:lces upon which the letter was allegedly
tased. The secend will review The various contractual findings of the
rezeoyt which can be Zz—monstran lv DIoven lnaccurate.

Letter {z =gt Suzssv—ed bv the Appendices Fimdines:

The letter uses tarminolcyy that is cIntrary to GAO's own
customary and normal usage, s unsupported by the Appendices, and asserts
Zinédings that are ccxtragictad in the Abcnnd-ces.

(a) The letter states that the FBI has “encountered significant
See comment 11. delays and cost overruns...." (Page 35)

The Appendices state that the FBI has, to date, awarded four VP
contracts. They further state that each was "a firm fixed-price contract."
{Pages 14, 18, 21, and 25) GAO has stated in numerous dacisicns that in
these types cof contracts the full responsibility for costs above or below
the fixed price are kzrne by the vendor and not the Government. See:
Matter of: Tayler lLurs2r Cerpary, et. al, B~-203855.7 dated Seoterber 18,
1984. Therefore, by Gx0's own use of that term, 1Tt 1s facetious to assaer:
a cost overrun in a fizz firxed-price contract

With respect 2 ccotlons, the letter continucusly guesticns the
See comment 12 FBI's exercising of cerzain legitimate options. In partizuilar, GAO has
questioned whether the 31 was correct in exercising the turchase crtion
clause under one contract wnen the equlpment was designated for a locartion,
"other trhan that covered by the contract. The purchase cstion clauses
which were written fer each contract specified allcwance for the F3T to
purchase additional cuantiiies of equlfrent listed in the ccntract at the
originally negetiated grice. The purcnase opticn clause does mot DUt any

jolinpet Y

-12_
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most cost effective in accamnmodating
multipla audio channels, offers an
increased level of security, and possesses
superior audieo cuality and reliability.

We also considered, but rejected, the use
of satellite-kased terrastrial packat
radio. Within manpower and tize
constraints, a full, published systexzs
clan wvas infeasible., The ©3I's OVP Systam
s acTially 60 individual systams, =sach of
wnicn must ba independantly enginzersd
cafore cost and other data can kb=
aczurately forecast. The encrzity of this
task is not appreciated:

- Preparatory wWork at ezch oilice
includes up to five F3I perscnnsl who
scend one [ull dav conmsulting with wna
cifice's technical staff concerming he
starus of the present svsten and
reculiarities (e.g., the nuzzer of
reagtive ¢rimes, sucn as band
reczaries, whicn reguira certain
coverage and coordinztion with lezal/
state law enforcement agencies) wnica
impact uzon systenm design, fac:lities
zaragenent, frecquency management, and
Systel cperaticns.

=~ Cre Zull day meeting with the olfice's
managexent and superviscry gerscnrel o
establish present and future functicnal
reads.

~ Two full weeks with FBI Headcuartars
tzchnical staff, the field's tacanical
staff, and ths contractor's staff to
review the current system, ildentify
potential design problerns, and
understand user needs. Eaca radio site
must be wisited.

- Following the above staps, the
contracter(s) must perlorn the design
phase, which includes topographical
studies, computer simulaticns and
prefiles, kase station contrel site and
repeater location selecticns, and
scecific frequency plans. 2s a basis
for ccmparison, con the Glcad ccocntract
(specifying 17 offices), the con~
tractor (after the stems enumerated
above), deployed a cdedicated werk forze
of 36 professionals, full tizme for 90
days just to prepars its technical
preposal. This manpower figuare doas
not include manzgerent cvernzad or
rart-time assistarce.

- 10 =
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inpact of jifferent
f£ield offica needs
ard varying

terrain.
See comment 5. - Standard equipzent. - Trus, but overstated, Tventy percent or
while the FBI'S lggs of ths eguipment is nonscandard to
sarly estizates any significant degree.

anticirated cff-
the-shelf VP
aguizTent, the
Sureau later fcund
that standard
equipment did not
meet its needs for
additicnal
comzunicaticns
channels and octher
special faasturas.
Censeguently, the
lizzerola equiprent
upplied thrcough
the contracts 1is
specifically
desigred and
ranufactured for
the FBI.

See comment 6. = Tachnology - Tetally in erzor because wa did rsce
lizitations., The range less and did ccasider its impact

TEI reccgnized in Saz Zzotnotec, pags 1.

its 1579 to 1981

research that th

cemmunications

range of the DVP

technology was less

than the range of

the old, unsecure

system, but it did

net consider the

impact of this

reduction. To

corpensate for the

range legs, the FBI

had to increase the

nucber of base

stations,

repeaters, and

nicrowave eguipment

by 80 to 100

percent,

See comment 7. e The CVP progranm is @ Cradit is not given for sorz ¢
behirnd 1ts original received systems ahead ci Els

- 8 -
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See comment 3.

e Fevisicn of the
criginal cest

-estimate mav be

craced to four

"ingorrect

2ssunmptions”:

-~ Field office needs.
According to the
FBI, early cost
estinates were
based on a c¢ne-for-
one replacement of
the unsecure radio
system, which was

Page 1§

time and saves $250,000 per cfficea over
digital control technology previously
used, Savings of $10.8 nmillicn are
projected, It also facilitates
rzultiple-agency use of a single
repeater.

- Microwave sharing agreements with
state, local, and other Federal
agencies have been achieved in eight
offices at a savings of §7 millicn with
additional savings envisioned for
Juture such agreements.

- Frequency engineering (with contractual
assistance from the Instituta for
Defense Analyses and Safe, Inc.) “o
pernit more rapid planning and
czroleticn of systems.
in all contracts, that reduca
acguisition time and perzit us tz
purchase eguipment at prices Ifinsz as
leng ago as two Years.

-~ Cantractual/consultant suTpors ITrT= <ha
Institute for Defense Analyses to
analyze vendor propesals for cost
variances requiring resoluticn wiz=
Hotorola.

~ As notad, supra, GAO nmistakenly congilered
the Hydrotronics consultant study, usad to
evaluate the relative costs of competing
technologies, as the FBI's definitive
estimate of tetal DVP costs. Inquirs of
the individual who made the $132.4 rw-llion
ariginal estirate, who was available oun
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“incorrect assumptions," shows it was, in
fact, only 4% in errcr, based upon current
cost estimates for completion of the DVP
system. Recognizing the linitations of
forecasting based ucon 1/60th of the overall
system, additional data was gathered and
upeon award of the Zierman contract (for five
of our largest officas) a new projectlcn was
rade, resulting in a new estizate of

$198.6 millign,* Tha increase is
ateritutable to:

- New modus operandi (e.g., the New Ycrk
Qffice was entering narcetics
investigations which, for the first
tina, reguired instantanecus
cormmunications among geograchically
disbursed surveillance sguads=--~relavin
cf messagas by a central dispatcher was
no longer feasible. This substantizlly
incrsases costs because of the tytes
and numt=r of respeaters recuired).

- Additiora2l coveraga (the F2l's mission,
especially newly acmuired parcstics
jurisdiction, was necessitating
coverage in areas previously not
serviced}.

- Expansion in tha number of Special
Oparatiecns Grouzss and creaticn of Drug
Task Forcss.,

The incresase Zrem $132.4 millien to

$198.6 milliorn was immediately examired on
two fronts: to=2 Institute for Delense
Analyses was -stained to scrutinize the
Eierman contract to determine cost drivers
and identify any unjustified cost increases;
our in-house spacial studies group was
tasked with idsentifying and quantifying
benefits derived from increased coverage to
assure that favorable cost-benefit ratios
existed. Since 1983, the estinmate for DVP
has increased an additicnal $6.1 =illion. A
cost variance raview discleses:

- $45.4 million (63%) attrilutable to
radio coverzge increases, new
functionalizy (e.g., voted repeaters:
transnitter steering).

TiN

4 Evolving cost factors were used in anticipatisa of imzroved estizates
based upon an increasing empirical data base 2and division-scecific
designs. Although the base from which the first estizats was derived was
sparse, subsequent estimates becane increasinaly azzuraits as the
experiential, empirical base increased.
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enforcement mission,l presents an unbalanced and distorted picture.

1 Among OVP accomplishments:

- Its first, large-scale tactical use occurred in Los Angeles just pricr to
the 1984 Summer Clympics when Federal, state, and local agencies
axecuted search and arrest warrants against a major West Ccast narcotics
cperaticn which was geographically dispersed. The acticns came as a
surprise to tha subjects and the media, which heretofcre monitored cur
cozmunications. Esth ware unaware that any action was izminent.

- During the past nine months, our largest field office has made fif<een
zajor organized crime arrests. All have been sugcessfully carried out
without concern for subjects' monitoring of our radio transmissions;
lecal police have experienced subjects' intercepticn of police communi-
cations which lacked this protection. Availability of the system has
pernitted unchstructed handling of major extortion and kidnaping cases
vwhere formerly the electronic media had arrived at drop sites, placing
in jecpardy the safety of our agents and the lives of the victicms.

A hijack training exercise has just been successfully cznpletad in
concert with the Taderal Aviaticn Administration (FAA). In the past ve
have experianced —:dia disruption of these exaercises. This tize, with
DVP, the media intarc¢epted the unprocected FAA ground-to-plane
transmissions, buct were unable to hear ours.

- The Hostage Rescue Team (HRT) was charged with arrssting twelve members
of a nec-Nazi hate croup which occupied a compound fortified with heavy
armament and explczives. The cempound also contained advanced
comunications ecuirment which was used to monitor law anforcement
fraquencies. Using DVP, the HRT was able to posxtlcn its perscnnel so
as to moniter the graun's movements covertly and choose the most
propiticus time to strike. Tnis was especially important since the
compound also contzined women and children. The cperatien was
canducted witheout incident.

- Additional cases brought to FBI Headguarters' attention where investi-
gatlve effort was successful despite subjects' use of scanners are:
~ Narcotics cases in Dallas, including one which resulied in 15
indictments and another in 13 cenvictions.
- Narcotics cases in San Francisco and Buffalo.
= Bank robbery cases in Boston and San Francisco,
the viclence prone Aryan Nations organizatien.
Dangerous arrest conducted by the Special Weapons and Tactics sguad
in Los Angeles.
The Richard Miller espionage case in which surveillance was succass-—
fully performed c2spite the fact that his Bureau autcocbile was
equipped with a C7P radio. The surveillance teams used unigu
¢ryptegraphic key which precluded his intercaption and Lnowled~a of
the surveillance.

tre latter invelving

Cases in which the FBI has enjoyed freedcm of cperation during critical
lnvestlgatlons include major kidnapings in the Miami and Washington
va1510ns, a hijacking in the Miami Division, bank 'Ob“EFlES in
Pittsburgh and San Francisco (the lattar resulting | in the agprehensicn of
tuo Top-Ten Fugitives), and a Tecp-Ten Fugitive case in Las Vegas.

Page 14
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Note GAQ's evaluation

appears at the end of this

append
PP i U.S. Department of Justice

Federal Bureau of Investigation

Office of the Director Woshuingion. D C 20515

May 11, 1987

Honorable Charles A. Bowsher
Comptroller General of the United States
General Accounting Office Building

441 G Street

Washington, D.C. 20548

Dear Chuck:

I an enclosing an analysis of your February 1987,
report, entitled "FBI Voice Privacy: Cost, Status, and Future
Direction," which we submitted to Congressman Don Edwards in
connection with his request that we respond to certain cuestions
and suggestions contained in the report.

Executive Branch Agencies and Congress can profit from
independent review of major programs such as this when the audit
is performed in accordance with generally accepted audit
standards and reported accurately. Our differences with this GAO
report are set forth in the enclosed analysis and I belleve that
many of them could have been resolved if we had been apprised of
the Auditors' findings, conclusions, and recommendations prior to
the report's publication.

Sincerely,

William H. Webster

Director
Enclosure
1 - Honorable Don Edwards
Chairman, Subcommittee on
Civil and Constitutional Rights
Committee on the Judiciary
House of Representatives
wWashingten, D. C. 20515
u-“, rn““»
i %. 3
T e
S, ]~ Lar
e .
Fernr e Bicentenmal ot the United States Constitution (1787-1987)
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As arranged with your office, unless you publicly announce the contents
of this report earlier, we plan no further distribution of it until 30 days
from its issue date. At that time, we will send copies of this report to the
Chairmen, Senate and House Committees on Appropriations, House
Committee on Government Operations, and Senate Committee on Gov-
ernmental Affairs. We will also send copies to interested parties and
make copies available to others upon request.

Sincerely,

%24«/%%1,

Ralph V. Carlone
Director
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addition, the FBI emphasizes that GAo did not give it a copy of the report
for advance review and comment.

We did conduct our audit of the FBI's voice privacy program according to
generally accepted government auditing standards, and we presented
the evidence supporting our compliance with government auditing stan-
dards to the FBI. In the December 10, 1987, discussion, the Deputy Assis-
tant Director, Office of Program Evaluations and Audits, FBI Inspection
Division, told us that the FnI still believes we did not conduct our audit
in accordance with these standards.

The FBY's response alleged that we did not prepare our report according
to guidance for program results reviews. According to governmental
standards, an audit of a federal entity may include the following three
elements: financial and compliance, economy and efficiency, and pro-
gram results. The standards further emphasize that an audit may
include only one or two of these elements.2 Our audit scope primarily
addressed your questions, which focused on the economy and efficiency
elements of the DVP program, with some emphasis on program results.
Since the FBi's voice privacy program is not legislatively mandated, we
evaluated its status against the FBI's stated objective to pursue a b5-year
DVP acquisition and implementation program for its 59 field offices. We
also evaluated the FBI's progress in providing complete DVP systems in
each of the 36 field offices under contract by the stipulated completion
dates and terms.

In terms of balance and perspective, the F8I said our report “dwells on
the history of the cost estimates rather than whether actual costs were
reasonable and the Government obtained value commensurate with its
outlays.” It also noted that we measured program progress against the
contract terms, instead of against voice privacy equipment availability
in the FBI field offices and the results being achieved. We clearly stated
that our audit objective was to report on the history, cost, and status of
the FBI's voice privacy program. Consequently, the scope of our work
focused on the cost of the DVP program and the process which the FBI
has followed in acquiring, managing, and implementing its DvP program.
As noted above, we evaluated program status against the FBI's stated
program objectives and the terms of the voice privacy contracts. The FBi
specifically contracted for—and is paying for—complete DVP systems in

-

Standards For Audit Of Governmental Organizations, Programs, Activities, and Functions, 1981
Revision, pp. 3, 12.
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Alleged Errors in the
Report

It calculated this estimate immediately after awarding the first pvpe con-
tract, which provided a voice privacy system for one field office and
equipment for 19 surveillance squads. Because $132.4 million was the
first estimate that it communicated to the Congress, the FBI said that this

ficure renresented the first official DVP nrogram cost estimate
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Our evidence for using $79.3 million as the FBr's initial cost estimate for

Q9 ol rhan
its voice privacy program is a January 13, 1982, memorandum, where

the former Executive Assistant Director for Administration and the
Assistant Directors of three rBI Divisions—the Technical Services Divi-
sion, Criminal Investigative Division, and Administrative Services Divi-
sion—signed and approved a recommendation to pursue a 5-year DvP
acquisition and implementation program, beginning in 1982, at a total
cost of $79.3 million. While we recognize that the FsI later increased this
estimate to $132.4 million after awarding the first voice privacy con-
tract, the fact remains that the FBI approved and initiated the pro-
gram—and awarded the first multi-year bve contract for $13.1
million—at the time the $79.3 million cost estimate was in effect.

Consequently, we believe that $79.3 million is the appropriate starting
point for tracking voice privacy program cost estimates and the subse-
quent cost increases. In addition, we believe that making realistic cost
estimates—and informing Congress of these estimates—before award-
ing contracts for a multi-year, multi-million dollar, nationwide program
is essential for sound agency management and effective congressional
oversight.

In the December 7, 1987, discussion, the FBI's Executive Assistant Direc-
tor for Administration acknowledged that, while $132.4 million was the
first DVP estimate communicated to the Congress, $79.3 million was the
first estimate used by the FBI to initiate the bve program.

The FBI's May 11, 1987, response characterized many of our statements
in the report as erroneous, particularly in the areas of cost estimate
revisions and contract-related issues. In terms of cost estimate revisions,
our report said that the FBI attributed the increases in its cost estimates
to incorrect assumptions about field office needs, field office differ-
ences, use of off-the-shelf equipment, and technology limitations. In its
response, the FBI disagreed with this statement and cited additional rea-
sons for increasing its cost estimates.

Page 4 GAO/IMTEC-874S FBI Voice Privacy



B-226295

Background

(2) alleged errors in our February 1987 report, and (3) compliance with
generally accepted government auditing standards. The appendix
includes the ¥BI's May 11, 1987, response in its entirety and our point-
by-point evaluation of the response. As summarized below, the ¥BI has
since changed its position on a major area of disagreement, but has
offered no substantive evidence to support the remaining allegations.
We stand by the findings, conclusions, and questions in our February
1987 report.

During the week of May 26, 1987—shortly after receiving the rBl's May
11, 1987, response to our report—we requested a meeting with high-
level FBI officials to discuss their comments, present the evidence and
logic supporting our report, and attempt to resolve areas of disagree-
ment. In the months that followed, we had numerous contacts and dis-
cussions with rBI staff to arrange the meeting and handle other access-
related problems and delays. Finally, on August 13, 1987, we met with
¥BI officials to discuss their response and resolve key issues.

The August 13, 1987, meeting marked the beginning of formal discus-
sions about the evidence supporting our report and our request that the
FBI reconsider its official position after hearing our evidence. During the
period of August 17 through September 9, 1987, we held additional
meetings with rBI officials; discussed the evidence supporting our report
and our reasons for taking exception to key points in the FBI's response;
and reiterated our request that the ¥8I reconsider its response, given the
evidence we provided.

On October 21, 1987, the FBI responded to our request by giving us an
audit memorandum, “‘Review of Digital Voice Privacy Project,” dated
June b, 1987. The F8I stated that this document constituted its official
position on our report. The FBI Inspection Division had prepared this
memorandum to respond to the former Director’s concerns about the
costs of the voice privacy project and the FBI’s ability to accurately fore-
cast these costs. These concerns surfaced as a resuit of issues raised in
our February 1987 report. In the audit memorandum, which was pre-
pared before the meetings where we discussed the evidence supporting
our report, the Inspection Division concluded that the FBI had neither
developed realistic cost estimates nor developed long-range plans for the
voice privacy project. Accordingly, the Inspection Division recom-
mended that the ¥B1 (1) make thorough, comprehensive, and realistic
cost estimates an integral part of any project from its inception to its
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