United States General Accounting Office

GAO

Report to the Honorable
Les AuCoin, House of Representatives

June 1989

EXPORT CONTROLS

Extent of DOD
Influence on Licensing
Decisions

RESTRICTED——Not to be released outside the
General Accounting Office unless specifically
approved by the Office of Congressional
Relations.

5435818

GAO/NSIAD-89-155



GAO

Y

United States
General Accounting Office
Washington, D.C. 20548

National Security and
International Affairs Division

B-201919
June 6, 1989

The Honorable Les AuCoin
House of Representatives

Dear Mr. AuCoin:

As requested in your letter of February 9, 1988, we reviewed the export licensing process
and the Departments of Commerce’s and Defense’s roles in that process. This report also
contains information on each agencies’ export control budget, staffing, and license volume.

As arranged with your office, unless you publicly announce its contents earlier, we plan no
further distribution of this report until 30 days from its issue date. At that time, we will send
copies to interested committees and other Members of Congress; the Secretaries of Commerce
and Defense; and the Director, Office of Management and Budget. Copies will also be made
available to other parties upon request.

Sincerely yours,

W,

Frank C. Conahan
Assistant Comptroller General




Executive Summary

Purpose

The United States controls the export of dual use products—commercial
products which could also have a military use-—to Soviet bloc countries
and the People’s Republic of China. Access by these countries’ to con-
trolled dual use products and technologies is restricted through an
export licensing system administered by the Department of Commerce.
The Department of Defense also plays a role in the system. Dual use
exports are controlled to virtually all countries in order to try to prevent
their diversion to proscribed countries—Soviet bloc countries and the
People’s Republic of China.

Representative Les AuCoin asked GAO to examine the roles of the
Departments of Commerce and Defense (DOD) in export licensing.

Background

The export control system has three principal functions: (1) identify
products and technologies that need to be controlled, (2) review and
evaluate export license applications, and (3) enforce export controls. An
exporter wishing to sell controlled dual use products anywhere in the
world, except Canada, in most cases must request Commerce'’s permis-
sion through an export license application. If Commerce approves the
application it issues a license to permit the proposed export.

Under authority of the Export Administration Act of 1979, as amended,
DOD reviews some of the license applications that Commerce receives
and makes recommendations on how to respond to them. Through the
end of 1984, pDOD generally reviewed applications for proposed exports
to the proscribed countries. In January 1985, the President issued a
directive expanding DoD's role to include reviews of proposed exports to
selected free world countries.

The exact scope and nature of DOD’s review responsibilities has been a
matter of contention between it and Commerce. In addition, the Depart-
ment of Energy reviews certain license applications for products that
can be used to develop nuclear weapons.

Results in Brief

Commerce and DOD generally agree on how to respond to license applica-
tions that they have reviewed. pDOD's recommendations significantly
influenced about one-third of Commerce’s licensing decisions involving
proposed exports to proscribed countries but only about 4 percent of
Commerce's licensing decisions for exports to free world countries. How-
ever, Commerce also denies licenses because of concerns about potential
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Executive Summary

Principal Findings

diversion or unacceptable nuclear uses that pDoD recommends be

DOD's input to the review of free world license applications is principally
based on its interpretation of the information contained on the license
application rather than on unique information in its possession. There-
fore its review brings a second opinion rather than a unique perspective
to the licensing process. Whether this second opinion merits DOD’s con-
tinued involvement in free world licensing is a policy decision for the
administration and the Congress.

Many of DOD’s recommendations to approve applications are conditioned
on the exporters or consignees meeting certain restrictions such as no
reexport, no resale, or no transfer. The no reexport conditions duplicate
requirements prescribed in Export Administration Regulations. Provi-
sions for the use of the no resale and no transfer conditions are not
included in the regulations. These conditions are not consistently
applied and sometimes are not correctly applied. Consequently, Com-
merce needs to clarify its policies regarding the use of conditions in
license approval.

Commerce and DOD
Generally Agree on
Licensing Decisions

On the majority of export applications, DOD’s recommended action gener-
ally agrees with Commerce’s ultimate licensing decision following inter-
agency review. A comparison of DOD recommendations and Commerce
licensing actions for cases completed between June 1987 and June 1988
shows that Commerce and poD agreed on 9,356, or 90 percent, of the
10,380 actions. However, in about half of the cases where there was
agreement, DOD recommended conditional approval, and Commerce con-
ditionally approved the license. DOD also recommended that 71 applica-
tions be approved; however, Commerce denied these based on its own
concern about diversion or Department of Energy concerns about unac-
ceptable nuclear uses.

DOD Influences
Commerce’s Licensing
Decisions

DOD has a significant influence on Commerce’s decisions regarding pro-
posed exports to the proscribed countries. DOD's review was the basis for
Commerce changing its initial licensing decision on 36 percent of the
applications it reviewed. In an almost equal number of cases, DOD
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Executive Summary

reviews resulted in certain restrictions being placed on the exports as
opposed to changing the licensing decisions, while in the balance of
cases, it produced no change. boD’s reviews and recommendations on
proposed exports of dual use products to free world countries had much
less of an influence on Commerce’s licensing decisions, changing Com-
merce’'s decision on about 4 percent of the applications. In about half the
free world cases, DOD’s influence was limited to reminders on the prod-
ucts use or disposition, while in the balance it produced no change.

Use of Conditions Needs to
Be Clarified

For the period June 1987 to June 1988, DoD’s recommendations to
approve applications were often conditioned on the exporters or con-
signees meeting certain restrictions regarding the products. pob recom-
mended conditional approval in 56 percent of the cases for proscribed
countries, and those restrictions primarily related to product capability.
It recommended conditional approval in 49 percent of the free world
cases, and these were primarily procedural in nature, such as notifying
the foreign purchasers of certain restrictions on reexport, resale, or
transfer of the products.

“No reexport”, “‘no resale’’, and ‘‘no transfer’ are frequently cited as
conditions for license approval. Reexport involves sale from one foreign
destination to another; resale involves sale within a country; and trans-
fer involves any other disposition. The Export Administration Regula-
tions require prior U.S. government approval to reexport U.S. controlled
products but do not address U.S. government authority to control resale
or transfer.

Commerce applied the no reexport, no resale or no transfer conditions in
43 instances in the 66 free world cases GAO reviewed; however, the con-
ditions restated regulatory requirements or commitments made by the
consignee in the export application documentation. GAO found that the
no reexport condition, which applied to all the exports it reviewed. was
not consistently considered necessary by DoD nor applied by Commerce.
GAO also found that Commerce sometimes applied the no reexport and/
or no resale condition when the no transfer condition was intended.
Since the no transfer condition is more restrictive than the other two,
failure to apply it correctly could allow transfers not intended by Com-
merce. Both Departments agree that lack of consistent application of
conditions could be confusing to the export community.

Page 4 GAO/NSIAD-89-155 Export Controls



Recommendations

Agency Comments

Executive Summary

GAO recommends that the Secretary of Commerce direct the Under Sec-
retary for Export Administration, in consultation with the Departments
of Defense and Energy, to review the desirability of applying procedural
conditions and, if they are determined to be necessary. (1) amend the
Export Administration Regulations to clearly state U.S. policy and pre-
scribe procedures on the use of commonly used conditions for approving
export licenses, especially no resale and no transfer, and (2) prescribe
guidelines to ensure that conditions are consistently and correctly
applied.

The Departments of Commerce and Defense concurred with GAO's rec-
ommendation. bOD generally concurred with Gao’s conclusions. Com-
merce agreed with GAO’s conclusions that DOD plays an important role in
reviewing export applications for proscribed countries but influences
the outcome of less than 5 percent of free world cases. Commerce, how-
ever, believes that poD does not add substantive improvements to free
world licensing analyses. DOD, on the other hand, believes that its role in
free world licensing has been highly successful.

Commerce believes that GA0 should have addressed such issues as con-
gressional intent regarding DOD’s role in free world licensing, DOD’s use of
its research laboratories in reviewing exports to proscribed countries,
and the reasons for the disparity in pay levels at the two agencies. boD
has reservations regarding GAO's characterization of DoD workload.
These comments as well as each Department’s detailed comments are
discussed in the body and appendices of GAO's report.
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Chapter 1

Introduction

The Export Control
System

The United States controls the export of dual use products—commercial
products which could also have a military use—through licenses issued
by the Department of Commerce. These controls are applied most
strictly to proposed exports to Soviet bloc countries and the People's
Republic of China, known as the proscribed countries. Under authority
of the Export Administration Act of 1979, as amended, the Department
of Commerce reviews requests to export dual use products. If the
requests are approved, Commerce issues export licenses. The Depart-
ment of Defense (DOD) also reviews some of the applications.

The exact scope and nature of DOD’s review responsibilities has been a
matter of contention between the Departments of Commerce and
Defense. Through the end of 1984, DOD generally reviewed only those
license applications concerning dual use products destined for the pro-
scribed countries. In January 1985, the President issued a directive
expanding DOD’s review responsibilities to applications involving specific
product categories destined for selected free world countries.

The Export Administration Act of 1979, as amended, states that it is the
policy of the United States to encourage trade with all countries with
which it has diplomatic or trading relations, except those countries
where the President has determined that such trade is against the
national interest. The Act also states that it is U.S. policy to restrict the
export of goods and technologies that would make a significant contri-
bution to the military potential of any country or combination of coun-
tries that would prove detrimental to U.S. national security.
Accordingly, the Department of Commerce, in consultation with DOD, is
required to establish export controls and a list of controlled goods and
technologies subject to export controls. To this end, the Secretary of
Commerce developed and maintains the commodity control list (cCL)' to
identify controlled dual use items and established the Bureau of Export
Administration to administer the export control system. The Secretary
of Defense advises the Secretary of Commerce on products and/or tech-
nologies for inclusion on the control list and established the Defense
Technology Security Administration as the DOD agency responsible for
DOD’s participation in export control matters.

!This is a list of product categories, not specific commercial products. Products are considered milita-
rily significant if they meet certain performance characteristics.
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DOD’s Role Under the
Export Administration
Act

The United States established its export control system primarily to pro-
tect the national security. Export controls are intended to make it diffi-
cult for proscribed countries to obtain dual use products and
technologies. The export control system has three principal functions:
(1) identify technologies and products that need to be controtled, (2)
review and evaluate export license applications, and (3) enforce export
controls. Most products are controlled by the coordinated action of the
United States, Japan, Australia, and the NATO countries (except Ice-
land), comprising an informal organization known as the Coordinating
Committee, or COCOM.

The United States established a licensing system to control exports of
dual use products. A U.S. exporter wishing to sell controlled products
anywhere in the world, except Canada, must submit an export license
application to Commerce. One kind of license is the individual validated
license (1vL) which, as a general rule, authorizes shipments of specifi-
cally named controlled items to specified end users for specified end
uses. The other types of validated licenses are the (1) project license, (2)
distribution license, and (3) service supply license. In addition, the least
sophisticated controlled commodities and technical data can be exported
to many free world countries under a general license, which is an
authorization permitting exports without the necessity of applying for a
license document.

The Act authorizes the Secretary of Defense to review any proposed
export of any goods or technology to any country to which exports are
controlled for national security purposes. Whenever the Secretary deter-
mines that these exports would make a significant contribution to the
military potential of any such country to the detriment of U.S. national
security, he shall recommend disapproval. However, the Act did not
specify the countries ‘‘to which exports are controlled for national
security purposes;”’ consequently, the Departments of Commerce and
Defense interpret DOD’s responsibilities under the Act differently.

In mid-1981, poD asserted that it had the authority to review export
license applications to free world destinations and was responsible for
(1) monitoring the potential for diversion from such countries, (2) evalu-
ating the diversion potential of an end user, and (3) assessing the valid-
ity of an applicant’s statement certifying to the end use of the product.
The Commerce Department, on the other hand, had a different interpre-
tation of the scope and nature of DOD’s responsibilities under the Act. At
that time, Commerce asserted that DoD had the authority to review
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license applications only to the proscribed countries and therefore it was
not appropriate for DOD to assess the diversion potential of end users in
free world countries as part of the licensing process.

In January 1985, the President issued a directive to resolve this matter.
The Presidential directive expanded the scope of DOD's review responsi-
bilities. In addition to reviewing all applications to Soviet bloc and Peo-
ple’s Republic of China destinations, boD was given responsibility for
reviewing all applications for exports falling within 8 product categories
and destined for any of 15 free world countries. As of May 1988, seven
of the countries had enhanced their export controls; therefore, pop's
review is no longer directed for these countries. DOD also reviews export
license applications for munitions items in support of the Department of
State’s munitions licensing.

Objectives, Scope, and
Methodology

In a letter dated February 9, 1988, Representative Les AuCoin asked us
to examine the role of the offices within the Departments of Commerce
and Defense responsible for reviewing U.S. export licenses. He also
asked us to provide answers to the following specific questions.

How many people have been employed and contracted by the Bureau of
Export Administration (BxA) and the Defense Technology Security
Administration (DTSA) since DTSA’s inception to process export licenses,
and how much money has been appropriated to these offices each year?
Are the resources given to each office equitable and could poD’s budget
be reduced without endangering national security?

Is Commerce at a disadvantage in hiring experienced engineers to
review licenses since DOD is apparently able to pay its engineers more
money?

How many licenses are processed each year on products destined for
Western countries (west/west licenses) and Eastern countries (west/east
licenses) and what kind of license analyses do Commerce and Defense
perform?

As agreed with Representative AuCoin’s office, we provided an interim
report on license volume on May 13, 1988.2 This report provides updated
license volume data and responds to the remaining questions.

2EXPORT LICENSING: Number of Applications Reviewed by the Defense Department (GAO/
NSIAD-88-176 FS, May 13, 1988)
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In 1987, the Commerce Department reorganized its export control func-
tion by establishing BxA, which elevated export licensing, technology,
and policy analysis to the Under Secretary level. DTSA is responsible for
reviewing export license applications within pop. We requested and ana-
lyzed staffing, budget, and license volume data from Bxa and DTsa. We
obtained data on total staffing at each agency and the number of staff
working in BXa's Individual Validated Licensing Division and DTSA’s
Strategic Trade group for fiscal years 1986, 1987, and 1988. Because
DOD did not begin reviewing export licenses to certain free world desti-
nations until January 1985 and DTSA was not established until May
1985, we did not report data for fiscal year 1985. We obtained data on
contract expenditures for fiscal years 1987 and 1988 in lieu of the
number of people because data on the number of people were limited
and often unavailable. We limited expenditure data to these fiscal years
because data were not available for fiscal year 1986. We also obtained
budget data for fiscal years 1986 through 1988.

We did not draw any conclusions on the equity of the resources given to
DTSA and BXA or on whether DTSA’s budget could be cut. First, budgets
for BXA and DTSA are not readily comparable because DTsA budget data
are not broken down to the level of the units involved in export licens-
ing. Second, although a comparison of the number of licenses reviewed
by these two agencies can be made, it is difficult to determine the appro-
priateness of staffing based on license workload. DTSA has a variety of
export control responsibilities, only one of which involves licensing, so
we limited our conclusions in this area to our assessment of the contri-
bution DTSA makes to license application review.

To respond to the question concerning whether DTSA can pay its engi-
neers more than Bxa, we obtained and compared data on the pay grades
of each agency’s engineers. Because DTSA engineers in the licensing unit
have other non-license related duties that are handled at BXa organiza-
tions other than the licensing unit, we also obtained data on engineer
pay levels in these units.

To describe the nature of the license application review process, we met
with BxA and DTSA senior licensing officials as well as licensing officers
to obtain detailed step-by-step descriptions of the process. To determine
the types of reviews performed, we examined a random sample of cases
and held discussions with officials at BXA and DTsA. Our analysis of the
case files and the Export Administration Regulations and our discus-
sions provided a basis for our conclusions and recommendations. Our
sampling and case file analysis methodology is described below.
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To develop a protfile of licensing activity, we obtained the computer files
for the 10,380 cases listing country destinations which were reviewed
by prsa and completed during the most recent year—June 1987 to .June
1988. To examine the recommendations and the basis for them, we iden-
tified each case for which DTSA initially recommended denial. return
without action, conditional approval, or requested further information.
These 7,724 cases required further review and allowed us to examine
the licensing process in detail. We excluded from our sample selection
the 2,656 cases for which DOD immediately recommended approval and
Commerce approved the licenses because both agencies were in agree-
ment on these cases from the outset.

We divided the 7,724 cases by destination—>5,164 free world (west/
west) cases and 2,560 Soviet bloc/People’s Republic of China (west/east)
cases. We drew statistically random samples from each group and
obtained agency case files for our sample. From our review of these
files, we determined what actions were recommended and the bases for
the recommendations. The characteristics of the sample and our projec-
tions for free world and Soviet bloc applications were as follows.

From the 5,164 west/west cases, we drew a statistically random sample
of 66. From the 2,560 west/east cases, we drew a statistically random
sample of 71. We drew a larger sample of west/east cases to respond to
DOD’s concern that we review a broad cross section of these cases. Based
on our calculations of statistical probability, we are 95 percent confident
that the estimate and percentages we report about both groups are
within 13 percentage points of the actual figures unless otherwise noted.

We made our review between March 1988 and January 1989 in accord-
ance with generally accepted government auditing standards.
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Chapter 2

The Licensing Review Process and
Required Resources

The Export Licensing
Review Process

The licensing review process at Commerce and DOD is essentially the
same. [t begins when an exporter submits an application containing
information on the product, country of destination, consignee,/user of
the goods, and end use. Licensing personnel review this information to
assess product capability, applicant and end user reliability, and appli-
cation completeness and consistency. However, because the export
licensing review process is more an art than a science and requires judg-
ment, assessments of the same information can differ.

Reviewing export license applications for national security controlled
products and technologies basically consists of three kinds of technical
evaluations. Reviewers must determine (1) a specific commercial prod-
uct’s potential military significance, (2) the diversion potential of the
end user, and (3) the appropriateness of the product’s stated end use. In
addition to referring applications to DoD for review, Commerce also
refers some of them, depending on their characteristics, to other agen-
cies such as the Department of Energy for review.

For proposed exports to proscribed destinations, the potential military
significance of a product is the most relevant evaluation made. The pru-
dent assumption for west/east applications is that in proscribed coun-
tries the military has unrestricted access to imported products,
regardless of whether the stated end user is a civilian customer and the
stated end use is commercial.

For proposed exports to free world destinations, reviewers focus on the
potential for diversion to the proscribed countries by an end user, look-
ing at information about a firm or individual and comparing the stated

end use with the technical capabilities of the proposed export to deter-

mine the risk of diversion.

Review of West/East
Applications

Proposed exports to the proscribed countries are reviewed by Bxa and
DTSA, except for the least sophisticated of the controlled products which
are not referred to DOD unless they are destined for the Soviet Union.
Coramerce initially receives the application and refers a hard copy to
DOD or other appropriate agencies within 7 days, usually after an initial
screen indicates the license is approvable.

In reviewing west/east license applications, engineers in both Bxa and

DOD offices are primarily concerned with making a technical review of
the product to establish (1) its technology level and military significance
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in relation to the ccL and (2) its appropriateness for its stated end use. If
a product is too powerful for its stated end use (e.g., a small laundry
buying a large computerized system), it suggests that the purchaser pos-
sibly has another use in mind. DTSA is particularly suited to assessing the
military significance of a proposed export, since it can draw upon the
armed services research laboratories to assess product capabilities. In
practice, it relies primarily on its own expertise, sending only 2 or 3 per-
cent of all applications to the labs for review. According to Bxa officials,
DTSA’s assessment of military significance is its most important contribu-
tion to the licensing process.

Since these applications involve exports to proscribed countries, product
or technology diversion is not an issue between DTSA and BXA. In addition
to establishing the technology level, military significance and appropri-
ateness of end use, the reviewer assesses whether the consignee has ties
to the military. To this end, the review process requires checks of the
end user to assess its reliability. Both BXA and DTSA screen customer
identification data (company names and owners) against their respec-
tive intelligence files to ascertain whether there are known ties to the
country’s military or intelligence community.

DOD screens end users through an intelligence data base it has developed;
BXA coordinates with the intelligence community and uses information
obtained from it. In addition, both offices screen all parties to the trans-
actions (exporter, intermediary, and consignee) against their respective
lists of persons or organizations suspected of diverting products to
unauthorized end users. Because names are placed on the list largely on
the basis of unproven suspicions, the license application is not automati-
cally denied if a party to a transaction is found to be on these lists, but it
does receive more careful scrutiny.

Both DTSA and BXA make a number of administrative checks for each
application to assess it for completeness and internal consistency. An
application that is incomplete is either returned to the applicant without
action or held until the applicant provides any requested information.
Applications are also reviewed to ensure that (1) the dollar value of the
proposed export is consistent with the quantity and (2) the model
number of the product is consistent with the technical information.
Inconsistencies raise concern about the transaction and prompt further
review. BXa also determines whether an application requires referral to
other agencies for their review and recommendation. DTSA, to a lesser
extent, will also recommend referral to agencies outside DOD.
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Review of West/West
Applications

Commerce and DOD
Resources and License
Activity

Exports of controlled products to Western countries are licensed princi-
pally to prevent their diversion to the proscribed countries. West,/ west
applications are received at Commerce and, if appropriate, electroni-
cally referred to DOD or physically delivered to other cognizant agencies.
BXA and DTSA simultaneously review these license applications and make
administrative checks to ensure the applications are complete and the
data are consistent, i.e., that dollar amounts and quantities agree.

The review process for west/east and west/west export licenses is simi-
lar; however, reviews of west/west applications, especially technical
reviews, place a greater emphasis on whether the product’s capability is
consistent with its stated end use. There is, however, an important dif-
ference in perspective between BXa and DTSA in comparing product capa-
bility and end use. In the absence of any information suggesting that the
parties to an export transaction are suspect, senior Commerce licensing
officials advised us that Commerce favors licensing an export where a
foreign customer is purchasing a product that appears to be too power-
ful for its needs; DOD favors persuading the exporter to substitute a less
capable product. As in west/east reviews, both offices screen all parties
named in the application against a series of lists containing the names of
persons and organizations suspected of engaging in trade diversion. In
fact, however, according to bob and Commerce officials, only a small
proportion of the applications containing names on the lists are ulti-
mately denied.

While west/west licensing is primarily concerned with preventing diver-
sions, technical reviews also include a comparison of the product’s capa-
bility with U.S. policy regarding the technology levels allowed for
export to certain Western countries. Technology limits to selected coun-
tries are set out in BXA's licensing manual, an internal licensing guide, or
in informal, often unwritten, DOD policy. DOD often takes the position
that its recommendations on any given license application are not prece-
dent-setting, resulting in ad hoc decisionmaking.

In addition to describing how export applications are reviewed, we were
asked to provide budget, staffing, and export license workload data for
the groups involved in Commerce and DOD reviews of export licenses. As
explained earlier, due to reorganizations and limited availability of DTSA
budget data on some organizational subunits, we were not able to obtain
all of the requested information. The data we were able to obtain is dis-
cussed below.
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Budget Data

In BXa, the Office of Export Licensing issues licenses and within that
Office, the Individual Validated Licensing Division reviews IvL applica-
tions. In DTSA, the Strategic Trade group reviews [VLs sent to boD and
participates in determining what technologies should be controlled.
Table 2.1 presents budget data for BXA and DTSA.

Table 2.1: Comparison of BXA and DTSA
Budgets, Fiscal Years 1986-88*

|
Dollars in millions

Fiscal year
Organization 1986 1987 1988
BXA $31.20 $33.40 $37 47
DTSA® 7.00 1072 978

2Because DOD's appropriations legisiation does not specifically identify DTSA, data represents DOD's
budget allocation for DTSA. BXA was part of the International Trade Administration until fiscal year 1988
and appropriations for it were not separately identified before that fiscal year. Therefore data represent

BXS\}egsé;mates of its portion of the International Trade Administration appropriation in fiscai years 1986
an .

PExcludes 14 people who worked in DTSA but were paid by the Office of the Secretary of Defense
(OSD). including the Deputy Undersecretary for Trade Security Palicy: therr budget 1s not separable
from the OSD budget. DTSA's budget includes funds altocated to it within DOD and personnel costs
paid by the military services for military personnel assigned to DTSA, which currently comprises one-
third of DTSA's staff.

Both offices contract for various licensing related services, such as data
processing. Table 2.2 shows the separate contracting costs for these ser-
vices for both offices for fiscal years 1987 and 1988.

Table 2.2: Contracting Costs? for
Licensing Related Services, Fiscal Years
1987-88

|
Doliars in thousands

Fiscal year
Organization 1987 1988
BXA $3.946 $3,842
DTSA® 1.303 1.189

aThe budget data In table 2.1 include these costs.

°DTSA couid not identify the annual allocations of an $807,790 contract spanning fiscal years 13987 and
1988. We therefore attributed half of the cost to each year to allow inclusion of the data in the tabie as it
consisted of more than halif of all DTSA contracting costs in each of those years.

Staffing of Export License
Processing

We were able to obtain staffing data down to the subunit level. Total
staffing for both offices and the units included in the licensing process
are shown in table 2.3. We have also included staffing data for BXA's
Office of Technology Analysis, Technology Analysis Division, which
reviews license applications referred by the 1vL Division, participates in
CCL review, and represents Commerce at COCOM and interagency
meetings.
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Table 2.3: Total Staffing for Units
Involved in Licensing Process, Fiscal
Years 1986-88

Fiscal year
Organization 1986 1987 1988
BXA: 464 458 469
IVL Division, Office of Export
Licensing 117 19 108
Technology Analysis Division, Office
of Technology and 23 22 25
Policy Analysis
DTSA:* 104 128 128
Strategic Trade 37 41 38

3Excludes 14 OSD staff who perform DTSA duties yet are not included in DTSA staffing ceilings.

The numbers and pay grades of only the engineers and non-engineers
directly involved in the export licensing process are provided in table
2.4.

Table 2.4: Comparison of Pay Grades of
Personnel Directly involved in Export
Licensing

]
Number in Pay Grade

Organization 7 8 9 11 12 13 14 15 Total
Engineers

BXA:

IVL Division . . 1 2 4 12 3 e 22

DTSA:2

Strategic Trade . . 1 1 . . « 10 12
Non-engineers

BXA:

IVL Division 2 o 21 2 2 1 1 « 29

DTSA:

Strategic Trade . . . . . 1 4 5 10

%Includes military officers shown at equivalent civilian grade.

As shown, grade 13 was the predominant grade for engineers in the vL
Division and 15 for the Strategic Trade group. Strategic Trade engineers
perform other duties that VL Division engineers do not perform or that
are performed by higher graded individuals in other BXA organizational
units. For example, Strategic Trade engineers review and propose revi-
sions to the ccL. Engineers in BXxa’s Office of Technology and Policy
Analysis perform a similar function and it had 19 engineers—7 grade
15s, 8 grade 14s, and 5 grade 13s.

For non-engineers, the predominant grades at the VL Division and Stra-
tegic Trade were 9 and 14/15, respectively. The 14/15 non-engineer
positions at Strategic Trade include several military personnel whose
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rank is equivalent to this pay level. BXA non-engineers are involved
solely in license review and licensing-related matters. Strategic Trade
non-engineers have additional responsibilities including reviewing
export control policy and representing DOD at interagency and COCOM
meetings, which are the key determinants of their pay level.

Export Licensing
Workload

BXA maintains data on the number of license applications it receives and
the number it refers to DOD for review. Table 2.5 provides this data for
fiscal years 1986 to 1988.

Table 2.5: Number of Applications
Received by Commerce and Referred to
DOD, Fiscal Years 1986-88

Fiscal year

Applications 1986 1987 1988
Received:

West/west 103,125 92,387 86,021
West/east 12,843 11,901 11,429
Total 115,968 104,288 97,450
Referred to DOD:

West/west 16,881 10,737 7172
West/east 3656 3,659 3832
Total 20,537 14,396 10,804

Source: Department of Commerce

As shown, the number of licenses received and referred since fiscal year
1986, the first full year that DoD was directed to review certain free
world applications, has declined. The overall decline in west/west appli-
cations reflects the increased use of general, or paperless, licenses for
exports of less sophisticated technology to many free world destina-
tions. The decline in referrals to DOD reflects the reduced number of free
world countries (down to 8 from 15) included in DOD’s review responsi-
bilities. DOD also maintains data on referrals. Although pop data show
more referrals than Commerce’s, they are similar to Commerce in that a
declining trend developed in the number of applications reviewed from
1986 to 1988—18,951, 14,181, and 13,842 reviewed respectively. DOD
officials could not reconcile the disparity with Commerce data.

To compare the licensing workload, we calculated the number of licenses
processed per person for the VL Division and Strategic Trade group. For
the 1vL Division, the calculation was simply the ratio of total licenses
received to total number of Division engineers and non-engineers
directly involved in licensing plus an estimate of the time spent on
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licensing by engineers in the Office of Technology and Policy Analysis.
In computing the same ratio for Strategic Trade, we used DoD’s data on
applications reviewed. Table 2.6 presents the workload analysis.

Table 2.6: Analysis of License
Application Workload—Applications Per
Professional Staft

Agency Comments and
Our Evaluation

Fiscal year
Organization 1987 1988
BXA:
IVL Division® 1.871 1.750
DTSA:
Strategic Trade® 1,266 1.236

2Assumes professional staff of 55.75 in fiscal years 1987 and 1988. This is the sum of the IVL Diwvision s
22 engineers. the 29 non-engineers and 4.75 full-time equivalent staff years spent by BXA's Office of
Technology and Policy Analysis on licensing matters.

PAssumes full-time equivalent professional staff of 112 in fiscal years 1987 and 1988 based on DTSA
licensing data and its estimate of the portion of time each of its personnel spend on licensing.

Table 2.6 shows that BXA personnel processed about 50 percent more
license applications per person than poD personnel. Although this
appears to be a significant difference, it should be noted that in addition
to the applications reviewed by both Commerce and pop, Commmerce
reviews include applications such as those for COCOM countries, which
require less time and more routine analysis. Of the 97,450 applications
Commerce reviewed in fiscal year 1988, 34,850 were applications to
COCOM countries, with an average processing time of 5 days versus an
average of 46 days for all west/west applications referred to other agen-
cies and 86 days for west/east applications referred to other agencies.

Commerce believes that we should have addressed congressional intent
regarding DOD’s role in free world licensing, DOD’s use of its research lab-
oratories in reviewing exports to proscribed countries, and the reasons
for the disparity in pay levels at the two agencies. Our report describes
Commerce’s and DOD’s roles in free world licensing and the difference in
views between the two agencies regarding the exact nature and scope of
DOD’s responsibilities. As discussed in the next chapter, however, DOD's
role is a policy matter for the administration and the Congress. Regard-
ing DOD’s use of its labs, DTSA feels that for the most part it can rely on
its own expertise as opposed to tasking the armed service research labs.
Concerning the pay level disparity, the report discusses the non-licens-
ing responsibilities of DTSA personnel, which are important determinants
of their grades. However, we did not determine whether each agency’s
personnel were appropriately graded.
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Commerce also believes that DoD's role in free world licensing is limited
to reviewing the potential for diversion to proscribed countries, which it
describes as essentially an intelligence function regarding reliability of
the parties to the transaction. We agree that the principal purpose of
free world licensing is to assess the potential for diversion, but believe
that assessing diversion potential involves more than judging the relia-
bility of the parties to the transaction. In describing the review of free
world licensing we note that in addition to screening all parties named in
the application against lists of suspect persons and organizations Com-
merce and DOD also assess whether product capability is consistent with
stated end use and whether the data on the application are consistent.
We also note that according to poD and Commerce officials only a small
proportion of the applications containing names on the lists of suspect
parties are ultimately denied.

DOD generally agreed with our description of the licensing process and
our data on budget, staffing, and licensing volume. However, boD
believes that our data on staffing and workload should be clarified to
better reflect Commerce and DOD relative workloads. We made several
revisions to our staffing and workload discussion to reflect DOD's
comments.
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for License Approval

For the majority of export applications, following interagency review
poD's recommended actions generally agreed with Commerce’s ultimate
licensing decisions. DOD has a definite influence on Commerce’s decisions
regarding proposed exports to proscribed countries. However, pop had
much less of an influence on Commerce’s decisions on export applica-
tions for free world destinations. Many of pop's recommendations to
approve applications are conditioned on the exporter or consignee meet-
ing certain restrictions. The conditions, however, in many instances
restate regulatory requirements or commitments made by the exporter
or consignee. These conditions are not applied consistently and some-
times are not applied correctly. Additionally, policies regarding the use
of some conditions are not clearly specified in the regulations.

Commerce and DOD generally agree on the approval of most export
Extent of Agreement applications. If the applicant’s information raises sufficient doubt, the
Between Commerce application may be conditionally approved, returned without action
and DOD (RWA) because it is incomplete in some way, or denied.

Between June 1987 and June 1988, pop and Commerce completed action
on about 10,380 license applications involving dual use products. About
70 percent, or 7,238, of these cases were west/west, and the remaining
3,142 were west/east.

Comparing DoD’s recommendations with Commerce’s licensing actions
for the cases reviewed and completed in our 1988 sample timeframe
shows the extent of agreement between Commerce and DOD, as set forth

in table 3.1
Table 3.1: Comparison of DOD Licensing |
Recommendations and Commerce Commerce Licensing Action
Licensing Actions on Applications DOD Recommendation Total  Approved RWA  Denied
Closed Between June 1987 and June Approve 3563 3329 2130 210
1988 Approve with conditions 5,278 49492 279° 50°
RWA 407 59° 343 53
Deny 840 110° 3892 3412
Other 292 195 95 2
Total ' 10,380 8,642 1,319 419

aDecisions in which Commerce and DOD agreed.

bDecisions in which Commerce and DOD disagreed.
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DOD’s Impact on
Commerce Licensing
Decisions

Commerce and DOD agreed on 9,356, or 90 percent of the 10,380 actions
where agreement was characterized as either Commerce's licensing deci-
sion paralleling DOD’s recommendation (e.g., Commerce approving appli-
cations that DoD recommended be approved) or Commerce’s licensing
decision generally having the same impact as DOD’s recommended action
(e.g., Commerce denying an application DOD recommended be RWA). Gen-
erally, RWA cases have the same effect on an exporter of a controlled
item as a denial, because the exporter cannot export a controlled item
without an approved license. Cases are returned because the applicant
does not provide requested information or the applicant requests return
because the sale has been lost or the application is about to be denied.
However, an application can also be returned because a license is not
required for export. Commerce returned 492 applications that pop rec-
ommended be approved and approved 59 applications that DoDp recom-
mended be returned.

In 732 actions, 7 percent of the total, Commerce’s licensing decisions
were at variance with DoD’s recommendations, with Commerce approv-
ing applications DoD recommended be denied or returned or denying or
returning without action applications DOD recommended be approved. In
the remaining 292 actions, 3 percent of the total, DOD did not make
explicit recommendations and Commerce made its licensing decisions
independent of DOD’s review.

In 71 of the actions in which Commerce and DOD disagreed, Commerce
denied applications Dob had recommended be approved. It denied these
applications for a variety of reasons, including unfavorable information
about the foreign customer or, at the Department of Energy’s recommen-
dation, because of unacceptable nuclear end uses.

In 53 percent of the cases where Commerce and DOD agreed, DOD recom-
mended conditional approval and Commerce approved the license. While
BXA's data base does not include information on whether the condition
was made part of the license, we were able to determine from our statis-
tical sample of licensing decisions that in most instances they were made
part of the licenses.

After completion of the interagency review process, Commerce and
Defense were in agreement as to the disposition of most license applica-
tions. To fully assess the licensing process, however, we examined the
extent to which Commerce’s licensing action changed as a result of DOD's
review. We did this by reviewing a statistical sample of 137 cases—71
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involving proposed west/east exports and 66 involving proposed west/
west exports. (Chapter 1 contains a discussion of our sampling method-
ology.) We found that DOD’s review influenced Commerce'’s licensing
decision in various ways. Table 3.2 summarizes our determinations
based on our case study of DTSA's recommendations, Bxa's final licensing
decisions, and the basis for these recommendations and decisions.

Table 3.2: Impact of DOD’s Licensing
Review on Commerce’s Final Licensing
Decision

(Number of sampie cases)

GAOQO assessment of review’s impact West/East West/West
Changed outcome of licensing decision 31 72
Resulted in clarification of what could be exported 18 2
Had limited influence on decision but gave DOD

greater confidence in permitting the export 1 32
Produced no change in licensing decision 1" 25
Total 71 66

*Commerce stated it would have changed its initial decision in 3 of these cases independent of DOD
review Because of the simultaneous nature of west/west license application review it is not possible to
establish Commerce's action independent of DOD. To be consefvative in assessing DOD's impact, we
have included these 3 cases in this table.

Review Impact on West/
East Applications

For west/east cases, we found that DOD’s review had a definite impact
on 44 percent of Commerce’s decisions—Commerce changed its licensing
action in 31 of our 71 sample cases. In these cases, Commerce denied or
returned without action applications it initially intended to approve or
materially limited the capability of the products to be exported as a
result of DOD review. When our sample is adjusted to take into account
those cases that were excluded from sample selection because DOD rec-
ommended unconditional approval and Commerce approved the license
application, we estimated that poD influences the outcome of Com-
merce’s licensing decision and the export in about 36 percent of the
west/east cases it reviews.

Below are examples of how these decisions were affected.

In 8 cases, BXA denied applications it was initially inclined to approve
because DTSA’s review indicated a military application of the products or
technology. For example, one case involved the proposed export of radi-
ation hardened equipment which the Strategic Trade group recom-
mended be denied because of its military implications.

In 8 cases, BXA decided to return applications without action even
though it was initially inclined to approve them. In 5 of these cases, the
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applicants requested the RWA disposition after learning that Bxa
intended to deny the applications based on DOD’s concerns.

In 15 cases, BXa modified its initial approval to incorporate bob's recom-
mended conditions that (1) limited the capability of the product, (2) sub-
stituted a less capable product for the one originally proposed for
export, or (3) deleted a product from a multiproduct application.

poD's review had a limited impact in another 29 sample cases. In 18
cases, Commerce placed technical restrictions on the products based on
poD recommendations clarifying what could be exported. Commerce offi-
cials advised us that these clarifications did not affect the export
because the applicant never intended to provide the technical capability
that was the subject of the restriction. DOD officials agreed that their
recommendations in these cases did not have as much influence as in the
31 cases where it changed the licensing outcome but they noted that
they made an important contribution in clarifying what could and could
not be exported.

In 11 of the 29 cases, Commerce (1) applied restrictions proposed by Dop
or the Department of Energy on the product’s use or disposition that
usually reiterated commitments made by the consignee or (2) received
an approval recommendation from DOD with a condition that was, in
fact, a reminder to Commerce to make specified further reviews of the
applications. We did not consider these last two categories as affecting
Commerce's licensing decisions because the imposed restrictions
restated commitments made by the exporter and/or did not affect the
product to be exported. Commerce licensing officials advised us that
they apply such restrictions because they are acceptable to the exporter
and they expedite licensing. DoD officials agreed that these conditions
gave them greater confidence in permitting the export by either
reminding the exporter or Commerce of certain requirements associated
with the export.

In the remaining 11 cases, Commerce licensing decisions were
unchanged by poD’s review and sometimes disagreed with bOD recom-
mendations. DOD officials told us that they believed their review contrib-
uted to a better decision because in conjunction with Commerce’s
review, it provided for a more detailed examination of the applications.
In 7 of these cases Commerce allowed exports despite DOD's recommen-
dation to deny, return without action, or place conditions on the license.
In 4 of these 7 cases Commmerce concluded that a license was not
required for export and so advised the exporter. In 3 others it rejected
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pOD’s denial recommendation and unconditionally approved export
licenses.

Review Impact on West/
West Applications

For west/west cases, we found that DOD’s review had a definite impact
on 6 percent of Commerce's licensing decisions—Commerce changed its
licensing action in a way that materially modified the export in 4 of our
66 sample cases. Although we identified 7 cases where Commerce
changed its decision, Commerce maintains that in 3 cases it would have
changed its decision independent of DOD’s review. Because pobD and Com-
merce simultaneously review the application, it is impossible to establish
whether or not Commerce’s final action was independent of DOD’s
review. When our sample is adjusted to take into account those cases
that were excluded from sample selection because DOD immediately rec-
ommended unconditional approval and Commerce approved the license
application we estimate that DOD influences the outcome of Commerce’s
licensing decision and the export in about 4 percent of the west/west
cases it reviews.!

For cases we reviewed, DOD’s input to the review of the free world
license applications was principally based on its interpretation of the
information contained on the license application rather than on unique
information in its possession. Below are examples of how DoD affected
Commerce’s licensing decisions.

In one case, denial recommendations by the Department of State and pop
influenced BXxA's decision to deny an application it originally intended to
approve. DOD’s recommendation was based on its analysis of information
in the license application that the product could be used in a manner
contrary to U.S. security interests; State’s was based on foreign policy
grounds.

In another case involving the export of 80,000 computer chips for subse-
quent resale, DTSA recommended denial because it concluded from
reviewing the license application that a few items exceeded resale guide-
lines. BXA referred this case to its Office of Technology and Policy Anal-
ysis for policy guidance. This office recommended approval with
deletion of the items exceeding resale guidelines. BXA could not explain
why it disregarded this recommendation and instead denied the entire
application.

I Based on sampling statistics, we are 95 percent confident that DOD influences between 2 and 15
percent of all west/west cases. In chapter 1 we stated the general confidence interval within 13 per-
cent. To provide precise statistics for this specific situation, we calculated exact probabilities.
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Use of Conditions
Needs to Be Clarified

In another case, BXA returned without action an application it initially
intended to approve. DTSA requested additional technical specifications
for the product. BXa returned the application when the data were not
provided.

In a fourth case, DTSA recommended conditional approval based on the
exporter’s deleting a specific product on a multiproduct application and
BXA incorporated the condition in the license.

In three west/west cases in which DTSA recommended that the licenses
be conditionally approved or returned, Commerce advised us that it
would have taken the same action regardless of DoOD’s review. In one of
these cases BXA returned the application when information requested on
the product’s end users was not provided. In the other two cases, prod-
ucts were deleted from multiproduct applications because of insufficient
information on their end uses. Because of the simultaneous nature of
west/west reviews, we could not independently assess the extent to
which poD influenced Commerce in these three cases.

In 34 additional sample cases, Commerce (1) applied restrictions pro-
posed by DOD or the Department of Energy on the product’s use or dispo-
sition that usually reiterated commitments made by the consignee, (2)
received an approved recommendation from DOD subject to ensuring spe-
cific documentation accompanied the application, or (3) clarified what
could be exported in two of these cases as recommended by DOD. As in
our review of west/east cases we did not consider these cases as sub-
stantively affecting Commerce’s licensing decisions. In addition, because
west/west cases are simultaneously reviewed by Commerce and DOD,
Commerce officials maintain that they would have independently taken
the same actions.

In the remaining 25 cases Commerce’s licensing decisions were
unchanged by DOD’s review, which sometimes disagreed with DOD’s rec-
ommendations. In 2 of these cases, Commerce approved cases that DOD
recommended be denied and in a third case it declined to attach DoD’s
recommended conditions.

For the June 1987 to June 1988 timeframe, we found that 51 percent of
DOD's recommendations were conditioned on the exporters or consignees
meeting certain restrictions regarding the products. In west/east cases,
these restrictions primarily involved product capability. In west/west
cases conditions were primarily procedural, i.e., notify the consignee of
certain restrictions involving reexport, resale, or transfer of the product.
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Many of these conditions are not clearly specified in the regulations;
others are sometimes redundant or seem superfluous. pob officials said
that they recommend conditions for several reasons, including expedit-
ing license application review when they believe the application is not
clear as to exactly what is to be exported, to raise their comfort level
with a specific application, and to remind the exporter of export admin-
istration requirements.

Types of Conditions

Conditions generally place restrictions on the products to be exported.
In the one-year universe of cases we examined, the most frequent DTSA
recommendation was to approve with conditions—5,278 of the 10,380
applications reviewed. For west/west cases, conditional approvals rep-
resented 49 percent of the cases; in west/east cases, they made up 56
percent.

We found that conditions generally fell into three categories—technical,
internal, and procedural. Technical conditions are intended to limit
product capability by deleting a product from a multiproduct applica-
tion or substituting a less capable product for the proposed export.
Internal conditions serve as DTSA reminders to BXA to check that the
paperwork is in order and do not affect any party to the export. Proce-
dural conditions restrict the future sale or use of the product and
include

“no reexport,” which precludes sale of the product from the consignee
to another foreign country without prior U.S. government approval;
“no resale,” which precludes resale of the product within the same
country without prior U.S. government approval; and

“no transfer,” which precludes any other disposition of the product
within the same country without prior U.S. government approval.

Other procedural conditions included reminders to return products tem-
porarily exported and restrictions on the use of the products for pur-
poses such as nuclear weapons development. Although procedural
conditions were frequently applied, they usually restated commitments
made in the documentation supporting the applications.

Conditions Applied to
West/East Licenses

In west/east cases, the most commonly recommended conditions were
technical in nature. Commerce issued conditional approval on 44 of the
71 west/east cases we reviewed. DTSA recommended technical conditions
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for 34 of these cases; however, even though BxA usually applied the con-
ditions, it felt they related directly to the export in only about half the
cases. As discussed earlier, DOD officials agreed that in a number of cases
they use technical conditions to clarify what can be exported. They said
that to expedite license application review when they feel the applica-
tion is ambiguous about what is to be exported and to make them feel
more comfortable about recommending approval, they do recommend
conditions that may not directly relate to an export but instead establish
limits as to what can be exported.

DTsA also recommended that procedural conditions be applied in five
sample cases, four involving temporary exports. The Export Adminis-
tration Regulations require that an application for temporary export
contain a specific statement that the product will be returned or other-
wise disposed of as authorized by the Department of Commerce. The
applications in our sample contained these assurances; however, DTSA
recommended these restrictions as a condition for approval. This condi-
tion was applied to each license. DTSA officials advised us that they rec-
ommend this condition because products exported under temporary
license in the past were not returned; therefore, they felt the condition is
a necessary reminder to exporters. BXA officials noted that this condi-
tion restates what is already contained in the application and required
by the regulations.

Conditions Applied to
West/West Licenses

The conditions applied in west/west cases were primarily procedural or
internal. Commerce issued conditional approvals on 36 of the 66 sample
cases we reviewed. Because multiple conditions can be applied to a
license, the 36 licenses contained 74 conditions—67 procedural and 5
technical. The remaining 2 could not be identified from the case files
although the files indicate that a condition was applied. These condi-
tions were recommended by BXA, DOD, and the Department of Energy.
Energy reviews applications for products that could be used to develop
nuclear weapons. Both DoOD and Energy routinely recommend conditions.
In addition, 15 internal conditions were recommended by DOD, which
would not appear on the licenses because they serve as reminders to
Commerce rather than to any party to the export transaction.

“No reexport”, “‘no resale’’, and ‘‘no transfer’’ are frequently cited as
conditions for license approval. They made up 43 of the 74 conditions
applied. The Export Administration Regulations require prior U.S. gov-
ernment approval to reexport U.S. controlled products but do not
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address U.S. government authority to control resale or transfer. How-
ever, the end user statement that frequently accompanies the license
application contains the foreign party’s certification not to reexport,
resell, or otherwise dispose of a product without prior U.S. government
approval.

The regulatory restriction on reexports applies to most countries,
including all free world countries whose license applications are
reviewed by poD. We found the no reexport condition applied in 19
instances in the 66 cases we reviewed, restating the regulatory require-
ment. This condition was not consistently considered necessary by DoD
and not applied to all licenses by Commerce, although all were covered
by the no reexport regulation. As with the temporary export condition
discussed earlier, DOD contends that it recommends this condition as a
reminder to the exporter and consignee. Both Commerce and poD agree
that the lack of consistent application of this condition could be confus-
ing to exporters and that the “‘no reexport” condition should probably
be printed on the export license. However, Commerce officials noted
that many other regulatory requirements apply to an export and the no
reexport requirement could be unduly highlighted at the expense of the
other requirements. Exporters are expected to be familiar with and to
comply with all regulatory requirements.

Concern that controlled products may be diverted through resale or
transfer to other than the ultimate end user, i.e., controls over the dis-
tributor, has been a continuing matter of debate between the two agen-
cies, predating DOD’s involvement in west/west licensing reviews. In
April 1985, bob was recommending that appiications involving resale to
customers unknown to U.S. licensing authorities be denied, but Com-
merce was approving such licenses without resale restrictions. pob did
not believe that distributors should be considered the same as end users.
By March 1986, the agencies agreed to require applicants to identify dis-
tributors’ customers, especially for proposed exports of sensitive items.
For other, less sensitive products, distributors were required to maintain
special records of their transactions. There were no special provisions
for the least sensitive items. As of November 1988, the agencies have
agreed on a number of technologies to be included in or excluded from
export applications involving potential resale.

“No transfer” is the most restrictive condition placed on consignees’
ability to dispose of U.S. controlled technology in that it prevents not
only resale or reexport but also lease and interagency transfer within a
foreign government. In 6 of our sample cases, the Department of Energy
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recommended no transfer, but Corumnerce applied the less restrictive no
reexport and/or no resale condition. There is nothing in the case files to
suggest that Comumerce rejected Energy’s recommended condition. It
appears, rather, that Commerce’s licensing officer used the wrong
stamp. (These three conditions were rubber stamped on the license).
Commerce subsequently advised us that its automation program now
prints out the appropriate condition, to avoid such human errors.

The use of internal conditions primarily involved proposed exports to
one country where special statements are required to be included with
the application. DOD recommended this condition in 15 of our sample
cases as a reminder to Commerce to ensure that the applications
included the statement. Commerce licensing officials routinely check to
ensure that all necessary documentation is present and complete in each
export application package.

Conclusions

The majority of export applications for dual use products are approved,
and, for the most part, Commerce and DOD decisions agree regarding the
proposed export of these products following interagency reviews. DoD’s
recommendations significantly influenced about one-third of Com-
merce’s licensing decisions involving proposed exports to proscribed
countries but only about 4 percent of Commerce’s licensing decisions for
exports to free world countries. Although Commerce approves most
applications, these approvals are often conditioned on DOD’s recommen-
dation that the exporters or consignees meet certain restrictions. Many
of these conditions are not clearly specified in the regulations; others are
sometimes redundant or seem superfluous. However, boD also recom-
mends approval of license applications that Commerce denies because of
diversion concerns or unacceptable nuclear end uses.

DOD’'s input to the review of free world license applications brings a sec-
ond opinion rather than new information to the licensing process.
Whether DOD’s contribution merits its continued involvement is a policy
decision for the administration and the Congress. It could be argued that
DOD's limited influence—it affected the outcome of only about 4 percent
of the free world cases it reviewed—does not warrant the resources and
additional licensing time. Judging DOD’s contribution to the national
security in free world licensing is difficult for several reasons. One is
that it is difficult to establish whether an export opposed by DoD would
in fact have been diverted. A second is that if a diversion had occurred,
it may either never become known or may not become known for years.
The third is that even if a diversion did occur, it would be difficult to
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Recommendations

Agency Comments and
Our Evaluation

establish whether the diverted product would have been used in a man-
ner detrimental to U.S. national security.

The “‘no reexport” condition is clearly defined in the Export Administra-
tion Regulations. *‘No resale” and ‘'no transfer’’ are conditions that are
also used frequently in approving export licenses; however, their use is
not clearly prescribed in the regulations.

In west/east licensing decision imarilv technical i
ALn VY N TR v LA ALTAL LRy NA vAIAR S aticas ll |.4 i Ll 1t

nature; in west/west decision theya inly procedural. Virtually all

A 1 rn 1
proceduras conditions either restate Lcsulatuw"y x’c‘qulrements or commit-

3

ments made by the consignee in the export application’s required docu-
mentation. bOD recommends procedural conditions as well as internal
conditions to remind the exporter or Commerce of certain requirements
associated with the export. These procedural conditions, however, are
not consistently applied, and sometimes are incorrectly applied, creating
the potential for confusion among licensing authorities and the export
community.

We recommend that the Secretary of Commerce direct the Under Secre-
tary for Export Administration, in consultation with the Departments of
Defense and Energy, to review the necessity of applying procedural con-
ditions and, if they are determined to be necessary, (1) amend the
Export Administration Regulations to clearly state U.S. policy and pre-
scribe procedures for the use of commonly used conditions for approv-
ing export licenses, especially no resale and no transfer, and (2)
prescribe guidelines to ensure that conditions are consistently and cor-
rectly applied.

Commerce and DOD agreed with our recommendation. Commerce also
agreed with our conclusions that DoD plays an important role in review-
ing export applications for proscribed countries but influences the out-
come of less than 5 percent of free world cases. Commerce, however,
believes that bob does not add substantive improvements to free world
licensing analyses. DOD generally agreed with our conclusions but takes
exception to the inference that it has limited influence on west/west
license review and maintains that its role has been a success. (See apps.
Iand I1.)

We believe that these opposing views on DOD’s contribution to free world
licensing illustrate the continuing contentiousness of this matter and
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tained on the export license application rather than on unique informa-

tion in its possession. We make no judgment on the mél“l‘s of DOD's input.

Commerce’s comments also expressed the belief that we tacitly give
greater credence to DOD’s recommendation over its evaluation. In con-
ducting our work, we carefuily reviewed both Commerce’s and pop’s
files on each case to determine Commerce's initial licensing position,
DOD’'s recommendation, and Commerce's final licensing decision and the
basis for these recommendations and decisions. We also discussed many
of the individual cases with Commerce and DoD, particularly those
where Commerce revised its licensing position, to determine the factors
that influenced their positions.

Commerce also stated that our report contradicted itself because it
states in many places that DOD has a definite influence on licensing dec

sions but states elsewhere that because of the simultaneous nature of

Commerce and DOD review it is imnossible to establish whether Com-
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merce’s final action was independent of DOD's review. We do not agree
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between our analysis of proscribed country and free world licensing. For
proscribed country licensing the process is sequential. Commerce ini-
tially reviews and makes a preliminary determination on each applica-
tion before sending it to DoD. Consequently, those cases in which
Commerce changed its licensing position are readily identifiable. For
free world licensing the review process is simultaneous and so we
worked closely with Commerce to properly characterize its initial posi-
tion and review those cases where DOD review appeared to change its
initial position. We were also careful to identify in the report instances
where the simultaneous nature of free world licensing limited our analy-
sis, and we did not consider these cases as having been substantively

influenced by DOD.
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4 -. % | UNITED STATES DEPARTMENT OF COMMERCE
3 xw; . | The Assistant Secretary for Administration
% ‘\,‘,/, washington D C 20230
rares #

MAY 9 1989

Mr. Frank C. Conahan

Assistant Comptroller General

National Security and International
Affairs Division

U.S. General Accounting Office

wWashington, D.C. 20548

Dear Mr. Conahan:

This is in reply to GAO's letter of April 20, 1989, requesting |
comments on the draft report entitled "Export Controls: Extent of !
DOD Influence on Licensing Decisions." }

We have reviewed the enclosed comments of the Under Secretary for
Export Administration and believe they are responsive to the
matters discussed in the report.

Sincerely,

Enclosure
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General Accounting Office

Waahinytan N N INSAQ
ASIAELOTy el L4VITO

Dear Mr. Conahan:

This letter provides BXA's camments on the GAO draft report entitled Export
Controls: Extent of DD Influence on Licensing Decisions.

We agree with the study's first recamendation to amend the Export Administration

Reculationg !'A]Afll‘lﬂ to r\mﬂnnlv ugsed conditions for exnort licen

Ses
"B“-" 1SS

elaling Lo Ccamtil el 200 107 RRP° .

We note that we have discussed the issue of conditions with the Departments of
Defense and Energy. Therefore, we believe that the study's recamendation that we
further consult with those agencies to determine procedural conditions and to
establish guidelines is a good one. We will certainly do so.

We are concerned, however, that the report fails to factor in Congressional intent
with respect to DD review of Free World license applications. Specifically, DOD's
role is limited to reviewing the potential for diversion to proscribed countries.

The study also does not address whether DID's role in West/West llcensmg conforms

ith athan M-b Adminiatmat inn Ano II.‘AA\ dirnanti ananifinally Qoantianag 2(9)V{(a)
wiin Oinefd LAPUL L rREiliavian ACU (L&An) Girectives GPC‘-IAI\-GI[: SECLitNsS oiaj\ay

and 10(e).

The report states that IXID non-technical licensing officers are graded at the
GS-14/15 level as opposed to their counterparts at DOC who are GS-9s (see page 27).
The report notes that the reasons for this disparity are (1) DOD's use of military
personnel whose grade is determined by their rank, and (2) the fact that their jobs
include "additional responsibilities including reviewing export control policy and

renregentine WD at inteprarancy and OOOM meetinoe " Howmver DOC licenging officers
representiing ati lnteragency ang LA meelings. mwever, R4 Llcensing ollicer

also have a wide range of "additional responsibilities,"” including attending
interagency meetings and drafting staff papers for senior officials on sensitive
export licensing transactions. Tney aiso have the uitimate responsibiiity for
licensing cases while DOD staff only provide advisory opinions. The study should
clarify which of the two factors identified by the GAO justifies DOD's higher grade
levels.

*lusion n im nt role in reviewing export
ibed destinations. The primary reason for export controls to
the Soviet Bloc and the People's Repubhc of China (PRC) is to prevent the flow of
high-technology and equipment for use in their military systems. The expertise to
make that determination is with the DUD laboratories and the services amm, which can

provide that analysis. However, the report notes that DTSA makes use of the
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amed services research laboratories for only two or three percent of all
applications (page 11). Did the GAD determine that DTSA has the necessary
expertise in-house to detemmine the potential use of proposed exports in Bloc and
PRC military systems? Because of Section 3(2)(a) of the EAA, we question the
report's statement that "...if DOD influenced the outcane of even one case, its
review justifies the additional time and resources" (page 47). Ignoring the law
that Conmerce administers, the report tacitly gives greater credence to the DD
recarmendation over BXA's evaluation. The report also contradicts itself by saying
in many places (i.e., West/East license review) that DOD had a definite influence
on BXA's licensing decisions. Elsewhere, it states that "Because DD and Carmmerce
simultaneously review the application, it is impossible to establish whether or not
Cammerce's final action was independent of DXD's review."

We also agree with the conclusion that DD influences the outcame of less than five
percent of West/West cases. However, it should be noted that DOC sametimes accepts
DD conditions with which it does not agree, or which is sometimes inapplicable to
a proposed transaction so it does not really affect the items involved. We do this
in order to enable the exporter to consummte the export transaction. Therefore,
we would not support a conclusion that XD adds substantive improvements to
licensing analysis of West/West cases, even in these few instances. The only basis
for XD reviews of West/West cases is to assess risks of diversion to probscribed
countries as I mentioned earlier. This is essentially an intelligence function
regarding reliability of the parties to the transaction. DD is required by the
EAA to provide its intelligence data to DOC, which therefore makes their role in
West/West cases redundant. I[f they are not sharing that information, then they are
not following the law. The study fails to address these points.

I am enclosing page-by-page carments (see Enclosure ) which I hope will be helpful
in finalizing the report. Should you have any questions regarding the above
camments, please feel free to contact me or BXA's GAD liaison person, Ted Zois on
377-56853.

Sincerely,

Paul Freedenberg

Enclosures
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Enclosure
Page 8
The second line needs to be clarified; not all items controlled have a
See comment 1 and p. 8. significant military use. Fact is, ‘"significance" factor varies

considerably. That is why we have AEN levels. Also, it is applicable to
your finding of page 18 [first paragraph of Review of East/West
Applications.

Missing is:

See comment 2 DD's review of West/West applications is only with respect to
potential for diversion to Bloc countries (see attached floor colloquy
between Senator Prognire, Chaiman of the Export Control Oversight
Conmi ttee, and Senator Baucus).

See comment 3and p. 9. Page 11

Lines four and five state that the EAA did not specify the countries "to
which exports are controlled for national security purposes." The rule is:

Where the law does not specify precisely, the courts turn to the
legislative history for guidance. This history shows that countries
"to which...etc.” have traditionally been the Warsaw Pact and other
Communist countries (see attached floor colloquy between Senators
Proxmire and Baucus).

See comment 4. It is also important to note that the only way to detect diversions is
intelligence information, so DISA, as well as Commerce, must seek
intelligence inforation. Section 10(e) of the EAA, however, requires DD
to submit such information to DOC -- therefore, their use of this
information is redundant, or if they don't share it with DOC, they are not
camplying with the law.

Puge 12
See comment 5 and p. 10. Fourth line -- DD's review of the designated Free World application is
directed by the MacFarlane memorandun -- it is not mandated.
Pege 14
See comment 6 and p. 11. 1t would appear by the second paragraph that GAO failed to answer one of

the fundamental questions raised by Congressman AuCoin. Secondly,
Commerce did specifically provide budget figures (see Attachment 1) -- the
report says GAO could not breakdown Commerce's budget to the level of
units involved in export licensing, which is incorrect.

Pages 15-18
See comment 7 and pp. 12 The sample size is too smll to provide reliable results. We also note
-13 and 25. that the four percent of DX influence found by GAO is less than the 13

percent statistical range of confidence cited.
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See comment 8 and pp. 13-
15.

See comment Sand p. 13.

See comment 10 and p. 14.

See comment 11 and p. 14.

See comment 12.

Page 17

The first paragraph is very unclear. The license review for West/West and
East/West cases is very different. In East/West cases, the technical
review is to weigh the military value of a proposed export. [n West/West
cases, the review is principally whether there is a chance of diversion to
the proscribed countries. No such distinction is made here. \Moreover,
line seven of the first paragraph is misleading. Commerce has Licensing
Officer handbooks and extremely specific regulations to assure license
review consistency and conformity. Certainly, some judgment (flexibility
is accammodated, but this sentence makes it seem that it is primarily
subjective and ad hoc.

Second paragraph, third line is also not totally accurate by the use of
the termm '"non-policy-oriented."” Everything is driven by policy -- the
technical control parameters used by the Government are set by policy.
The Govermment's policies are reflected in the regulations, and the
regulations provide the necessary guidance to industry on the Govermment's
export control policies. Therefore, to say that purely technical
evaluations are "non-policy-oriented" is incorrect.

Page 19

First paragraph indicates that DISA relies primarily on its own expertise,
sending only two or three percent of cases to the labs. The Research and
Engineering side of DOD has the technical expertise -- not DTSA.
Shouldn't some review be given to that fact?

Second paragraph is a little misleading -- there really is no such thing
as a "bona fide civilian custamer" in the Soviet Union. Therefore,
licenses are reviewed as if they were destined for the Soviet
Government/military, since there is little we could do to prevent
in-country transfers of the items being exported. If we have no concerns
about the possible diversion to Soviet military use, then the export would
be viewed more favorably. With respect to the last sentence, this review
is clearly redundant and/or contrary to Section 10(c) of the EAA. This
same is true of the first sentence in paragraph 3 on page 19.

Page 20

Second paragraph -- refers to DISA duplication of administrative checks
unrelated to the assesament of risk of diversion.

We also note a major amission under the West/East section of the GAD
report: GAO investigators failed to review the minutes and other records
of the Operating Committee (chaired by Conmerce) to detemnine if DTSA
engaged in any delaying tactics or made capricious denial recammendations.
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See comment 13 and p. 15.

See comment 14 and p. 15.

See comment 15 and p. 15.

See comment 16 and p. 15.

See comment 17 and pp.
17 and 18.

Page 21

Second paragraph, line five -- Does this refer to non-technical staff for
both BXA and DISA? With respect to BXA's non-technical personnel, only
West/West, non-referred cases do not require review and countersignatures
by technical staff. All others do.

The second half of paragraph two has a serious negative implication that
is urwarranted and incorrect. It states that Commerce (presumably acting
capriciously) favors licensing itans "that appear to be too powerful” for
the consignee, while DISA "favors persuading" the exporter to substitute a
less capable product. The fact is that Commerce can and does institute
pre-license and post-shipment checks to verify the current and future
needs of the consignee for the equipment, and to verify that, once
shipped, the equipment is on-site. In addition, Conmerce may (and does)
apply conditions wupon the U,S. exporter in the nature of visitation and
servicing requirements that are an effective means to assure that the
licensed equipment is not diverted.

Page 22

First paragraph, last line notes only in passing that DISA uses an
inforrmal, often umwritten policy in their review of license applications.
This is precisely the problem and should be given far greater review by
GAO. This means DTSA can treat cases in an ad hoc (fashion, regardiess of
the statutory standards of the EAA. This confuses and frustrates the
business cammunity which is trying to conduct legitimate trade within the |
parameters of the export regulations. This practice by DISA is contrary
to the intent of Congress (see Section 3(2)(a) of EAA).

Second paragraph. As noted earlier on page 14, BXA did provide detailed
budgetary information (see Attachment 1).

Page 27 A

Line five says that BXA non-engineers are "solely involved in license
review," which is incorrect. In fact, our non-engineers also have a wide
range of "additional responsibilities™ including attending interagency
meetings, drafting staff papers for senjor officials on sensitive export
licensing transactions, conduct extensive publiec seminars, and are the
principal contact with the U.S. exporting camunity. They also have the
ultimmte responsibility for licensing cases, while DISA staff only
provides advisory opinions. Finally, the higher GS level for DISA
non-engineers is not predicated on importance of their function but,
rather, on their existing military rank. BXA is constrained by QM
classification standards that set the GS levels.
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See comment 18 and pp.
21,24, 26, and 28-31.

See comment 19 and p. 30

See comment 20 and pp.
28 and 29.

See comment 21 and pp.
30 and 31.

See comment 22 and pp.
30 and 31.

Page 30

Paragraph one -- First, it ignores the fact that DISA often requires
numerous restrictions be applied to license applications, many of which
are unnecessary in BXA's judgment. In same instances, they have also been
inapplicable to the proposed export. Negotiating those conditions can be
very time-consuming. Often, therefore, BXA reluctantly accepts the
recanmended conditions in order to avoid time delays and the attendant
risk of the U.S. exporter losing the sale (this point is also applicable
to page 47 of GAO report). In the overall report, we object to the

implication with respect to conditions/restrictions applied to
applications that DTSA's recommendations were always correct as campared
to BXA.

Second, we would request that the paragraph be updated to reflect BXA's
autamation program which autamtically prints out the appropriate
conditions, thus reducing human error (also noted on page 46 of GAO
report).

Page 44

Unclear what GAO means in last paragraph of page 43 and first paragraph of
page 44. All conditions applied to West/West cases are to ensure items
are not diverted or used in ways expressly prohibited. This includes BXA
"internal conditions" which we presume is the term GAD has coined for BXA
reminders to ourselves on certain cases, e.g., to request unannounced
post-shipment verification checks fram time to time to ensure equipment is
still in place, or is being used as authorized.

Last sentence of second paragraph is incorrect; it is not a redundant
requirement: In the Western Hemisphere, no end-user statement is
required, nor is it required for countries that issue inport
certificates. In addition, same license applications request reexport,
transfer, or resale as part of the transaction and for various reasons
that portion of the request may not be approved.

Page 47

The last paragraph is highly opinionated and subjective. Nowhere does the
report make an assessment of whether the "influence" of DISA is positive
or negative. GAD's opinion that if DTSA "influenced the outcame of even
one case, its review justifies the additional time and resources.”

The real question is whether the intent of Congress under Section 3 of the
EAA is being given adequate weight in the GAO report.

Finally, in this paragraph is a reference to the Toshiba machine tool sale
to the USSR, which is unwarranted and inflaimatory. Another country's
failings has nothing to do with the United States' export control systen.
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tit, he has been sble to
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& Senator on one side may not
or prepared to call up an am
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by title I1, sudtitle B of the bl It
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ported after processing in the
States

Refunds under such
would be akin to du
shich has long been

of the fee on
make U8
petitive in

and Application for this refund should
place concomitant with applica-
on for drawback.

Mr. BAUCUS. Mr. President, I have
a series of questiona for the distin.
guished Senator from Wisconsin con-
cerning interpretation of the
Export Administration Act, specifical-
1y those provisions addressing national
security export controls.

As 1 understand it, the Export Ad-
ministration Act suthorizes the con-
trol of U.S. exports for pational securi-
ty purposes, to further the foreign
policy of the United States, and to pre-
vent the depletion of critical materials
{n short supply. The act provides sepa-
rate statutory suthority and criteria
for imposing controls to further each
of these separate interests. In Lhe ares
of national security, the act suthorizes
the control of exports of dual-use
goods and technology to deny—or at
least delay—the Soviet Unjon and its
Warsaw Pact allies access to state-oi-
the-art Western technology that

would permit them to } Basa0X). AT ‘h"’:-.}f" %‘

sting gap in military systems. s this
consistent with the Senator's under-
standing of the intent of Congress
when it enacted the Ixport Adminis-
tration Act?

Mr. PROXMIRE The Senator fis
correct. Section § of the act provides
the statutory authority for controliing
militarily critical exports for national
security purposes. That section pro-
vides that exports to the Soviet Union
and other coptrolled countries are to
be revised for the contribution Lthose
exports would make to the military
potential of the Soviet Union or any
other controlled country.

Mr. BAUCUS. Section § also autbor-
1zes the contro] of militarily eritical
exports to countries other than cod-
trolled countries, that is to all free
world countries. However, sincs the
obfect of those controls is to prevent

our goods and technology {rom resch.

ing the hand of the Soviets or any

lother sdversary, I interpret section 5 to

July 15, 1987

‘)Lr. PROXMIRE. The 8enator 3=
correct. Secuon § authortzes the con-
trol of exports to noncontrolled coun-
tries for the purpose of preventing
their diversion Lo the Soviet Unlon or
to any other controlled country.

Mr. BAUCUS. As the Senator fs-
aware, the Department of Defense is
suthorized, pursuant to a Presidential
directive, {0 review exports to s Umit-

- ed number of noncontrolled countries.

1 bave been informed that the Depart-
ment of Defense frequently delays
processing of export license apbdiles-
tions. or recommends thelr denial, for
reasons that have nothing to do with
the risk that the goods will be diverted
to the Soviet Union. Apparently, De-
fense b attempting to use the author-
ity given in the President’s directive to
change U.B. forelgn policy, particular-
1y as it relates to trade embargoes. Am
I correct in stating that such an st-
tempt 10 influence foreign pelicy s in-
econsistent with ibe Jegisiative avthori-
sation for nstional security controls
contalned tn the act?

Mr. PROXMIRE, The Benator is
correct. Section 8 of the act does not
sutborize the delay or denial of ex-
ports to noncontrolled countries for
reasons of foreign policy. Section 8 of
the act suthorizes export controls for
foreign policy purposes, not section §.

Mr. BAUCUS. In that case, does the
Banking Committee intend to exercise
its oversight authority to see if the
Department of Defense is conducting
its review of export lcenses in
manner that is {nconsistent with the
Umitations preacrided (n the Presi-
- er Senators
OXMIRE. The BSenator
should be assured that the committee
will look into this matter In the con
text of our reauthorization of the
Export Administration Act tn 1989,

Mr. BAUCUS As a final matter, ax
I also correct that the Lmposition o:
foreign policy trade embargoes agains
countries other than controlled coun
tries is only suthorized under section ¢
of the Act relating to foreign polic:
controls?

Mr. PROXMIRE. Yes; the Sera'o
Is correct.
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the Senator's understanding of the
intent of Congress when It enacted

section 5?7

favor of the motion

ore, it should be noted th
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motion to recommit the bi
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of the vote as the motlon
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1. We have deleted the word “significant™.

2. We have described the decade-long debate on the exact scope and
nature of DOD's export license application review responsibilities. Com-
merce’s characterization of why west/west applications are reviewed is
the basic rationale for such licensing.

3. Commerce apparently does not disagree with the statement in the
report but rather is providing its interpretation of the statute.

4. The use of intelligence in detecting diversions is an enforcement
rather than a licensing matter. The use of intelligence in the license
application review process is discussed in chapter 2.

5. The report has been revised to reflect Commerce’s comment.

6. As agreed with the Congressman’s office and discussed in the objec-
tives, scope, and methodology section of chapter 1, we did not draw any
conclusions on the equity of the resources given to BXA and DTSA or
whether DTSA’s budget could be cut for the reasons cited at this point in
the report. We have revised the report, however, to state that bTsA’s
budget data were not broken down to the export licensing level. Com-
merce did provide us with budget data for its licensing unit.

7. The sample is a statistically valid random sample. The appropriate
definition of the universe from which the sample was drawn and our
sampling technique were discussed with senior Commerce and DoD
licensing officials before the sample was drawn and their comments
were taken into account in defining the universe. With regard to the 4
percent of west/west cases we counted as influenced by poD, we have
added language to clarify that it is also statistically valid.

8. The referenced paragraph is a summary one stating that the review
process is essentially the same at both agencies. We agree with Com-
merce's characterization about the differences between west/east and
west/west license application review. We discuss license application
review procedures for west/east and west/west applications at Com-
merce and DOD in detail on the pages immediately following this
paragraph.

9. We have deleted this phrase.
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10. Commerce agrees with our conclusion that poD plays an important
role in reviewing export applications for proscribed destinations. As
noted in the referenced paragraph, in reviewing export license applica-
tions DTSA feels that for the most part it can rely on its own expertise as
opposed to tasking the armed services research labs.

11. This paragraph has been revised to clarify that applications are
screened to assess whether the consignees have ties to the military.
Regarding Commerce’s comment that DTSA’s screening is redundant, as
we note at the beginning of this chapter the review process at both agen-
cies is essentially the same. Regarding Commerce’s reference to section
10(c) of the Export Administration Act, that section relates to license
applications that are not referred to DOD, whereas this report involves
applications that are referred to DOD.

12. Although we discussed reviewing the Operating Committee minutes
and records with senior licensing officials during the course of our work,
Commerce declined to make them available. We did not pursue the mat-
ter because as our work progressed we concluded that while they would
shed light on Commerce/DOD interaction they were not necessary to
assess how DoD’s review affected Commerce licensing decisions.

13. We have revised this paragraph to reflect Commerce’s comment.

14. This difference in philosophy was brought to our attention by senior
Commerce licensing officials. It is important to note that the difference
pertains to license applications for which there is no basis to believe
that there is a risk of diversion. Based on our work, we believe that it is
a valid and useful observation.

15. Commerce’s observation is consistent with our case analysis. We
have expanded our discussion to reflect this information.

16. We have revised this paragraph to reflect Commerce’s comment.

17. We have clarified this paragraph to indicate that BxA non-engineers
are involved in licensing related matters as well as license review. As
discussed in the report, however, DTSA non-engineers have responsibili-
ties that include reviewing export control policy and representing DOD at
COCOM meetings. Most of DTsA’s non-engineers—6 of 10—at the time of
our work were civilians. The Office of Personnel Management has final
authority over classification decisions; we did not address whether each
agency’s personnel are appropriately graded.
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18. Chapter 3 of our report deals with the use of conditions at length.
The discussion of DOD’s impact on west/east application review notes
that in a number of cases DOD recommended conditions that clarified
what could be exported but that Commerce advised us that these clarifi-
cations did not affect the export because the exporter never intended to
provide the technical capability that was the subject of the restriction.
We further note in our discussion of DOD’s impact on licensing decisions
and the use of conditions that many conditions restate regulatory
requirements or commitments made by the exporter or consignee. We
also note that Commerce officials advised us that they apply pob-recom-
mended conditions because they are acceptable to the exporter and
expedite licensing. We believe that the extensive discussion in the report
makes it clear that many conditions do not relate directly to the export
and that Commerce recognizes this but agrees to their use to expedite
licensing.

19. We have added this information to our discussion on the use of con-
ditions later in chapter 3.

20. We have clarified our discussion to make clear that internal condi-
tions are DTSA reminders to BXA to check that the paperwork is in order.
We have also revised our discussion on end-user statements to reflect
Commerce’s statements.

21. We found that poD's review influenced the outcome of some free
world licensing cases, a point which Commerce does not dispute in its
comments. This finding is an analytical, not a value, judgement and
should not be interpreted as a GAO conclusion that DoD’s influence is
either beneficial or harmful. The opposing views on the value of DOD’s
role stated by Commerce and DOD in their respective comments on this
report as well as our discussion in chapter 1 of the long-standing differ-
ence of views as to whether poD should have a role in free world licens-
ing emphasizes the continuing contentiousness of this matter. We
believe, as we state in our conclusions, that the resolution to this matter
is a policy decision for the administration and the Congress.

22. We have deleted this sentence from the report.
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Note: GAC comments
supplementing those n the
report text appear at the
end of this appendix

OFFICE OF THE UNDER SECRETARY OF DEFENSE

WASHINGTON. D C 20301-2000

0 1 MAY 1989

rPOLICY

Mr. Frank C. Conahan

Assistant Comptroller General

National Security and
International Affairs Division

U.S. General Accounting Office

Washington, D.C. 20854-0001

Dear Mr. Conahan:

This 1s the Department of Defense (DoD) response to the
General Accounting Office (GAO) draft report, "EXPORT CONTROLS:
Extent of DoD Influence on Licensing Decisions," dated April 20,
1989 (OSD Case 7690-A/GAO Code 483488).

The DoD generally concurs with the GAO findings and recom-
mendations. The report notes that the DoD is particularly suited
to assessing applications with military significance, and that
the DoD and the Department of Commerce generally agreed on how to
respond to licensing applications they reviewed. 1In addition,
the report points out that Defense has a definite influence on
Commerce decisions regarding proposed exports to proscribed
countries. The DoD does have reservations, however, concerning,
GAO conclusions regarding DoD workload and influence on West/West
case processing.

Detailed DoD comments on the GAO findings are provided in the
enclosure. The Department appreciates the opportunity to comment
on the draft report.

Sincerely,

St
ez;é L- %nen
4 ty Under Secretary
Trade Security Policy

Enclosure
As stated
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GAO DRAFT REPORT - DATED APRIL 20, 1989
(GAO CODE 483488) OSD CABE 7690-A
“EXPORT CONTROLS: EXTENT OF DOD INFLUENCE ON

LICENSBING DECIBIONS*"
DEPARTMENT OF THE GAO DEFENSE COMMENTS

® & & & &

FINDINGS

FINDING A: Export control System For Dual-Use Products.

The GAO reported the U.S. controls the export of dual-use
products--i.e., commercial products that could also have a
significant military use. The GAO found that the Department
of Commerce administers licensing of these products but,
under the authority of the Export Administration Act of
1979, the DoD also reviews some of the license applications
that Commerce receives. The GAO further reported that, in
January 1985, the President issued a directive expanding the :
DoD role to include reviews of proposed exports to selected r
free world countries. (pp. 1-2, pp. 8-13/GAO Draft Report)

DoD RESPONSE: Concur.

FINDING B: The Licensing Review Process And Required
Resources. The GAO reported that the licensing review
process at the Department of Commerce and at the DoD is
essentially the same. The GAO found that, in reviewing
West/East license applications, engineers are concerned
primarily with reviewing the technology level and military
significance of a product, as well as its appropriateness
for the stated use. The GAO noted that the Department of
Defense is particularly suited to assessing the military
significance of a product. The GAO cbserved that, in the
Department of Commerce Bureau of Export Administration, the
Office of Export Licensing issues licenses; within that
Office, the Individual Validated Licensing Division reviews
individual validated license applications. The GAO further
observed that, in the DoD Defense Technology Security
Administration, the Strategic Trade group reviews these
applications, as well as participates in determining what
technologies should be controlled.

ENCLOSURE
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« The GAO displayed the budgets for the
Bureau of Export Administration and the Defense
Technology Security Administration for the period FY
1986 through FY 1988. For FY 1988, the budget for the
former was $37.47 million; for the latter,$9.78
million. The GAO alsc displayed contract costs for
licensing-related services in FY 1987 and FY 1988, with
the FY 1988 costs being $3.84 million and
$1.19 million for the Commerce Bureau of Export
Administration and the Defense Technology Security
Administration, respectively.

. The GAO also listed organization staffing
for FY 1986 through FY 1988, with the FY 1988 staffing
shown as follows:

- Bureau of Export Licensing, 469;
-~ Individual Validated Licensing Division, 108;

- Defense Technology Security Administration, 128;
and

- Strategic Trade group, 38.

In listing the pay grades of engineers and non-
engineers directly involved in export licensing, the
GAO noted that the predominant grade for the Department
of Commerce engineers was 13, while in the Department
of Defense it was 15. The GAO observed,however, that
the Strategic Trade Division engineers perform other
duties that are carried out by higher graded personnel
in the Department of Commerce Office of Technology and
Policy Analysis. For non-engineers, the GAO found that
the predominant grade at the Commerce Individual
vValidated Licensing Division was 9, while at the
Defense Strategic Trade group, it was 14/15. The GAO
noted that the latter have additional responsibilities,
including export control policy and representing the
DoD at interagency and Coordinating Committee meetings,
which are the key determinants of their pay level.

{The GAO explained that the Coordinating Committee, or
the COCOM, is an informal group for controlling
exports, comprised of a number of western nations.)

« The GAO provided data on
the number of licenses received and the number referred
to the DoD for review for FY 1986 through FY 1988. For
FY 1988, these figures were 97,450 and 10,804,
respectively. The GAO also listed figures showing
license application workload per person, indicating
that Commerce personnel processed about 50 percent more
applications per person that did the DoD staff. The
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See comment 1 and p.16.

See comment 2 and p. 19.

GAO commented that Commerce personnel reviewed license
applications for COCOM countries (which did not
required DoD review) and that these required less time.
(The GAO also noted that the figures for DoD personnel
were based upon DoD data, which counted each
application and subsequent follow-up action as a
separate referral.)

The GAO did not draw any conclusions (1) as to the equity of
the resources given to the Defense Technology Security
Administration or the Bureau of Export Administration or

(2) whether the budget of the former could be reduced.

(pp. 13-14, pp. 17-29/GAO Draft Report)

DoD RESPONSE: Partially Concur.

- gtaffing. The non-engineers in the Department of
Commerce, Office of Technology and Policy Analysis,
have duties similar to the non-engineers in the Defense
Strategic Trade Group. The DoD suggests that the
report list staffing of the Office of Technology and
Policy Analysis to show a balance between DoD and
Commerce groups that perform similar work.

- Export Licensing Workload. The GAO figures for Defense
represent the number of applications, not a combination
of applications and referrals. Therefore, the
reference to inflated Defense figures is inappropriate.
In comparing processing time, the DoD processing time
for West/East applications is 10 days: for West/West
applicaticns, it is under 2 days for 73 percent of the
applications and within 7 days for the remainder.

FINDING C: Extent of Agreement Retween Commexrce And DoD.
The GAO reported that the Department of Commerce and the DoD
generally agreed on how to respond to the licensing
applications they reviewed. The GAO comparison of DoD
recommendations and Commerce licensing actions, between June
1987 and June 1988, showed that Commerce and DoD agreed on
about 90 percent of the cases. The GAO noted, however, that
in about half of the cases where there was agreement, the
DoD had recommended conditional approval.

The GAO concluded that the DoD has a definite influence on
Department of Commerce decisions regarding proposed exports
to the proscribed countries (the Soviet bloc countries and
the Peoples Republic of China). The GAO estimated that the
DoD review was the basis for Commerce changing its initial
licensing decision on 36 percent of the applications that
the DoD reviewed. The GAQO also found that, in an almost
equal number of cases, the DoD review resulted in certain
restrictions being placed on the export.
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See comment 3 and pp. 29-
31.

The GAO further concluded, however, that DoD reviews of
dual-use products to_free world countries had much less
influence on Commerce licensing decisions. The GAO found
that the DoD review changed the Commerce decision only on
about 4 percent of thedual-use products going to free world
countries. The GAO also noted that, in about half of the
free world cases, the DoD influence was limited to reminders
on the product’s use or disposition. The GAO observed,
however, that Commerce approvals of applications were often
conditioned on a DoD recommendation that the exporter or
consignee meet certain restrictions. (pp. 3-4, pp. 30-39,
pp. 46-48/GAO Draft Report)

: Partially Concur. The DoD does not agree
with the inference that it has made a limited contribution
on Department of Commerce West/West applications.

- The Defense recommendations on licenses have resulted
in denial of license applications to known diverters in
Pacific Basin countries, at an estimated value of
approximately $200 million.

- Commerce has agreed to more effective controls on
individual validated and bulk licenses for resale.

- "Resale" procedures have been adopted between the
departments to allow for immediate licensing of
articles below certain thresholds of technology.

- Defense has been able to provide Commerce with more
effective technical intelligence and policy analysis on
sensitive cases, as part of a process that is being
constantly improved.

LINDING D: DoD Contribution to Free World Licensing. The
GAO also observed that, while it could be argued that the
limited DoD influence West/West licenses(i.e., 4 percent on
the free world cases it reviewed) does not warrant the
resources and additional licensing time, because national
security is involved, the cutcome of just one case could
justify the time and resources. In summary, the GAO
concluded that judging the DoD contribution is difficult to
determine because:

- it is difficult to assess whether an export would have,
in fact, been diverted:

- a diversion may never be known or may take many years
to become known; and

- it is difficult to establish whether the diverted
product would have been used in a manner detrimental to
U.S. national security.
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See comment 4 and pp. 30-
31

In summary, the GAO concluded that, whether the DoD
contribution to free world licensing merits its continued
involvement, is a policy decision for the Administration and
the Congress. (pp. 3-4, pp. 30-39, pp.46-48/GAOC Draft
Report)

: Partially Concur. The DoD does not agree
that there is a question as to the benefit of continued DoD
involvement in reviewing West/West application. The
Presidential Directive authorizing Department of Defense
review of a maximum of 15 "free world" countries was
conceived to tighten up on West/West technology security
controls. The West/West effort has been highly successful
and is an integral part of the U.S. technology security
program.

- Through West/West Review, Defense has identified
potential diversions to Far East and Middle East
destinations.

- The DoD has also contributed to U.S. initiatives with
non-COCOM countries on regimes for more effective
control of strategic commodities.

West/West review provides the export control community with
an effective management tool. The maintenance of a rolling
list of 15 countries will encourage these countries to
tighten up on their controls. The data obtained from this
review provides information in support of effective policy
making in negotiating memoranda of agreements, etc.
Participating countries that take steps to control U.S.
technology can be removed from the Defense Review List, as
in the case of certain Far Eastern and neutral European
nations. The program has been a success. It has not only
influenced Commerce licensing decisions, but also how
administration of the export control program is conducted.

IINDING E: Use Of Conditions Needs To Be Clarified. The
GAO reported that "no export," "no resale," and "no
transfer" are procedural conditions frequently cited for
license approval. The GAO observed that, in many instances,
the conditions restate requlatory requirements or
commitments made by the exporter or consignee. The GAO
found that the Export Administration requlations require
prior U.S. Government approval to re-export controlled
products, but do not address U.S. Government authority to
control resale or transfer. In the 66 free world cases the
GAO reviewed, the GAO found that the Commerce Department
applied one of these conditions in 43 instances. The GAC
observed that, although procedural conditions were
frequently applied, they usually restated regulations or
commitments made in the documentation supporting the
applications. The GAO noted that the regulatory restriction
on re-export applies to most countries, including all free
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world countries whose licensing applications are reviewed by
the DoD. The GAO found, however, that this restriction was
not consistently applied and noted that both Commerce and
DoD officials agreed that the lack of consistent application
of this condition could confuse exporters. In summary, the
GAO concluded that procedural conditions are not
consistently applied, or sometimes are incorrectly applied,
creating the potential for confusion among licensing

authorities and the export community. (pp.3-5, p. 30, '
Pp. 40-48/GAO Draft Report)

DoD RESPONSE: Concur.

LR B B B
RECOMMENDATIONS

RECOMMENDATION 3J: The GAO recommended that the Secretary of
Commerce direct the Under Secretary for Export
Administration, in consultation with the Departments of
Defense and Energy, to review the necessity of applying
procedural conditions and, if they are determined to be
necessary--

- amend the Export Administration /regulations to clearly
state U.S. policy; and

- prescribe procedures for the use of commonly used
conditions for approving export licenses, especially no
resale and no transfer.(p. 49/GAO Draft Report)

DoD RESPONSE: Concur. The DoD is ready to participate in
such a review.

RECOMMENDATION 2 The GAO recommended that, if procedural
conditions are determined to be necessary, the Secretary of
Commerce direct the Under Secretary for Export
Administration to prescribe guidelines to ensure that
conditions are consistently and correctly applied.

(p- 49/GAO Draft Report)

DoD RESPONBE: Concur. The DoD offers its assistance and
coordination in developing such guidelines.
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1. We have revised the report to include Bxa’s Office of Technology and
Policy Analysis’ Technology Aralysis Division, which reviews license
applications at the IvL Division's request. This group also participates in
CCL review and represents Commerce at COCOM and interagency meet-
ings. These functions most closely correspond to DTSA's Strategic Trade
Group's non-licensing responsibilities.

2. We have revised the report to reflect boD’s views on the number of
applications it reviews. Regarding processing times, the data we report
in chapter 2 illustrate some of the differences between applications
Commerce reviews without referral to other agencies and those that
involve referral.

3. We reported the results of our case analysis, which estimates that Dot
review influenced the outcome of Commerce’s licensing decisions in
about 4 percent of the west/west cases it reviewed and placed reminder:
on the product’s use or disposition in about half the cases. The report
also discusses the resale issue in chapter 3, including DOD's early con-
cerns and the subsequent evolution of resale policy. As indicated in the
conclusion to chapter 3, whether DOD's contribution to free world licens-
ing merits its continued involvement is a matter of judgment.

4. pop, in justifying its involvement in free world licensing, stated that
its west/west license review has been a success, including contributing
to various countries steps to control U.S. technology. We reported in
May 1988 (EXPORT LICENSING: Number of Applications Reviewed by
the Defense Department, GAO/NSIAD-88-176) that the number ot coun-
tries for which DOD review is required declined from 15 to 8 countries as
the other 7 countries enhanced their export control systems. We also
note the decline in chapter 2 of this report. As indicated in the conclu-
sion to chapter 3 and in comment 3 above, whether DOD’s contribution tc
free world licensing merits its continued involvement is a matter of
judgment.
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. . Allan [. Mendelowitz, Director, International Trade, Energy, and Finance
National Security and 15 es 202) 275.4812

International Affairs Steven H. Sternlieb, Project Director
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DlVlSlOI'l Martin Scire, Evaluator

Tetsuo Miyabara, Statistician
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